MyQ Roger Server
Administration
—imeey

Generated from docs.roger.myq.cloud
April/2026
Copyright © 2026 MyQ spol. s r.o. All Rights Reserved


https://docs.roger.myq.cloud/

MyQ Roger Server Administration

Table of Contents

T RELEASE NOLES ...ttt ettt se e s b e s s et a s sns 6
1.1 MyQ ROGEr SErver 2.19 (PALCR 5) ...oueueeeeeeereeeeeetereeereeeteeeteeseseseseseseseesesesesessesesssessanes 6
1.2 MyQ ROGEr SErVEr 2.19 (PALCH 3) .ottt et esesesesesesesessesessesessessesessnnes 6
1.3 MyQ ROGEr SEIrVET 2.19 (PALCN 2) c.uoeeeeeeteeereeeeeeeereeereeeteeeteesesessesesesesesesessesessesesssessanes 6
1.4 MyQ ROGEr SErVEr 2.19 (PALCN 1) cueeeeeeeeeeeteeereeteeeereeetee et esesesesessesesesesessesensessesesnnnes 6
1.5 MYQ ROGEI SEIVET 2.9 ceeeeetertetettrtes et ssessre st e sssesaesstessaes st sssessaessaessaessasssasssassaassanns 7
1.6 MYQ ROGEI SEIVET 2.18 ...eeeeeeetertetertestestese e e ste st e st e ssessressses st sssassaessaessaessasssasssessaassanns 8
1.7 MyQ ROGEr SEIrVET 2.17 (PALCH 1) cueeeeeeeeteeereeeeeeteeeereeeteeteesesesesesseseseesesesesessesesaesessnnes 8
1.8 MYQ ROGEI SEIVET 2.7 ateeeteecteetestestesstessteseesseessestessaessesssesssessssssasssessaesssessasssasssesseassasns 9
1.9 MyQ ROGEr SEIVET 2.16 (PALCN 2) c.uouveeeeeereeereeeteetereeereeeteeeteesesesesesseseseesesesesessesesssessnnes 9
1.10 MyQ ROGET SEIVET 2.16 (PALCN 1) cueeeeeeieteeereeeteeteteeereeete et esesesesessesesesesesesessesessesensanes 9
T.1T1 MYQ ROGEE SEIVET 2.6 caieiiieereetestecttstesstestesseessesaessaessesssesssesssessasssesssesssessasssasssesseassasns 9
1.12 MyQ ROGET SEIVET 2.15 (PALCH 1) ceeeeeeeeeeeteeeteeteetete st s e eesesesesesesssesesesenesenees 10
T.13 MYQ ROGEI SEIVET 2.5 ettt sae s ae e e sae s sae st e s e s srassae s e e ssaensassnasssassnaneas 10
1.14 MYQ ROGEI SEIVET 2. T4 ..ottt st ste st e ressaessae s s e ssessae st e s e s ssassbesaasssensasssesssensasnses 11
1.15 MyQ ROGETr SEIVET 2.13 (PALCN 2) .ottt eeseeeteseesesesesesesesssesssesesesensesenees 11
1.16 MyQ ROGEr SEIrVEr 2.13 (PALCH 1) ettt et e eesesesesssesssesessesensenees 11
1.17 MYQ ROGEI SEIVET 2.13 ..ottt stesste st e reesaessae s s e ssessse s s e s e e ssasssessaasssensasssasssansasnses 12
1.18 MyQ ROGEr SEIVET 2.12 PALCR T ...ttt se st n e s s snesenens 12
1.19 MYQ ROGEE SEIVET 2.2 ettt sstesste st s seesaessaessaessessaessas e sssasssesssessssssassesssensasnses 12
1.20 MYQ ROGEI SEIVET 2.1 T ettt st ste et e reesaessae s e essessae s s e st s ssassbessaesssensassasssansassss 13
1.21 MyQ ROGer Server 2.10 (PALCN 7) vttt eese st eeesesesessesesssesessesessesenees 15
1.22 MyQ ROger Server 2.10 (PALCH 6) ....cuceeveeeeereeeeeeeeeeeereeereeereeeseeeesesesessesesssesessesessesenees 15
1.23 MyQ ROger Server 2.10 (PALCH 5) c..oou ettt eeseeeseseeesesesesssesssesesesesesenees 15
1.24 MyQ ROGEr Server 2.10 (PALCH 4) ..ottt eesesesessse s s e ssesesnesenees 16
1.25 MyQ Roger Server 2.10 (PALCH 3) .ottt seeesesesessese s e ssesesnesenens 16
1.26 MyQ ROGer Server 2.10 (PALCH 2) ..ottt eereeeseeeesesesessesessesesesesessesenees 16
1.27 MyQ ROger Server 2.10 (PALCH 1) coueeeeeeeereeeeeeeteeeereceereeeteeeseeeesesesessesssesesesesnesennes 16
1.28 MYQ ROGEI SEIVET 2.10 .ttt stesstes e essessaessaessaessessaessesssassasssesssesssessasssesssessasnses 16
1.29 MyQ Roger Server 2.9 (PAtCh 6) (EU2).....ccoueceeeeeereererereereeereeeteeeesesesesesessesesessesessesenees 17
1.30 MyQ Roger Server 2.9 (PAtCh 5) (EU2)...uuuoueceereeereerereeereceereeeteseeesesesessesessesesesesessesennes 17
1.31 MyQ Roger Server 2.9 (PAtCh 4) (EU2)...u o eceeeeeeerereeeereeereesseseeesesesessssessesesessesesesesees 17

1.32 MyQ Roger Server 2.9 (PAtCh 3) (EU2) ... ueeceeeeeereerereeereeereeesereeesesesesssesssesesesesesennes 18



MyQ Roger Server Administration

1.33 MyQ Roger Server 2.9 (PAtCh 2) (EU2) ... eeeieeeeeeeeeeeeerereeceesesreeessesessessessesessensessesenes 18
1.34 MYQ ROGEI SEIVET 2.9 eeeeeeeeeeetetecrteeeesteeeeeeeesesaeesesssesessaeessssessssssssssssesssssesessssesssesssasenes 18
1.35 MyQ ROGETr SErVEr 2.8 (PAECN 2) ettt sreseasesesses s esessessessssenen 19
1.36 MyQ ROGET SErVEr 2.8 (PAECH 1)ttt sreseasesessessesesessessensenesnen 19
1.37 MYQ ROGEI SEIVET 2.8 eeeeeeeeecteeeerteeeesteeeeesteesesaeesesssesessaesssssesessssssssssesssssssessssssssessssnsenes 19
1.38 MyQ ROGET SEIVEr 2.7 (PAECN 2) ettt sresesesessessessesessessessssenen 20
1.39 MyQ ROGET SErVEr 2.7 (PAECH )ittt sres e sessessesesessessenssseanen 20
T1.40 MYQ ROGEE SEIVET 2.7 ..eeeeeeeeeeeeeecteeeeseeeeseeeessseesesssesesssesesssssssssessssssssssssssssssssssssssssssessssasenes 21
1.41 MyQ ROGETr SErVEr 2.6 (PAECH ).ttt esesreseasesessesse s sessessessssenen 21
1.42 MYQ ROGEE SEIVET 2.6..ueeeeeeeeeeeeeeteeeeiteeeeseeeeesteesesasesesssesessseesssssssssssssssssesssssssssssssssssessssnsenns 22
1.43 MyQ ROGET SEIVEr 2.5 (PAECN ).ttt sesses e esessessessesesnen 23
1.44 MyQ ROGer Server 2.5 (PAECH 3) ..ttt sres e sesessesesessessenssnenen 23
1.45 MyQ ROGEr SErVEr 2.5 (PAECN 2) ettt sesse e sesessessesssnesnen 23
1.46 MyQ ROGEr SErVEr 2.5 (PAECH 1)ttt easesessesessesessessessssenen 24
1.47 MYQ ROGEI SEIVET 2.5 eeeeeeeeetttectteeereeeeeteeseraeeeesaeesessaeesssseeesssessssasesssssesssssssessseesssasenns 24
2 BasSiCINFOrMALION ..ottt b s s esseseesesbessenennens 26
2.1 Prerequisites Before the INSEAllation.........oiceveieeeecrieeeeeeeetceee e ese e 26
2.2 Communication Ports and ProtOCOlS........cceeeeeieeeeeeeteete et se e nas 27
2.3 ATCRIEECEUTE ..ttt ettt et et a b a b e a st e s b e e b e s s e e e se s senssesansenan 28
3 INSEALAEION ettt ettt et e nn 34
3.1 MYQ ROGEI MODILE APP cuuerierieietieeteteeeeetetceeteeteteresesresesseseesessessesessessessesesessessesssensensseans 34
3.2 MYQ ROGET GNA MPEDS.....ooeieiieecteeeteeecreeteeceereeresessesessesessesessessessesessessessesensessessesensessensensans 36
4  Logging in O MYQ ROGET.....ueiceeeereeeeetreereetreeteesaeesseeesseesssessssesssessssesssesssees 41
4.1 TWO-Factor AUENENEICAEION ..uciveeeeeeceeeeeete ettt ettt e ae e s s s s nan 42
SR o (o] ) 1 1O OO SUPRR PP 47
5.1 IMBNU ettt sttt e sae s et e s st e s sae s s e e s saessbe s saessesssnassnsasssasssnassnsesssassssesnessssessnsannns 47
5.2 MaAIN RIDDON ...ttt ettt st ae et be b b e s ese s s nnns 47
5.3 DASHDOAI ..ttt et et ae st et a st tebe e eae s b ena b e se st esenneseneas 51
6 SUPETVISION .eeeeeeeeereeeeeciteeeteesteeeeeesaeeesseessseessessssesssessssesssessssesssessssessssssssessseses 53
6.1  REPOIES ..eeeeereeeteeceeeteecteeceee e e eteesteeessesesaessssessesesaesssaesssasesaassssenssesssaassseenssessssessseesssesassenseens 53
6.2 REAAY L0 PriNEuueeeeceeeiicecieteececteetetcte ettt esessessesessessessesesessessesessensessesensensessesensensenseneans 67
LTE T o T o= SO SRR 68
6.4 PriNEET GrOUPS . cccueietierteereeeeeeerteeteessesseesseessesssesseessesssesssessesssesssessesssesssesssessesssesssesssesseessassssns 82
6.5 DESKEODP CLIENES...oveveeeeeeteteececteetetce ettt esesse s essesesessessesessessessesensessesssensensensenenns 83

5.6 INOEIFICAEIONS c.eeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeseeesseeesseesssessseesssesssseessasessassssesssessssasassssssessssessssssssessssessseenn 94



MyQ Roger Server Administration

7 WOTKFLOW TEMPLALEES ..ttt e ebe s ess s aes 98
7.1 Default WOrkFLOW TEMPLALE ...ttt re e ese s e e nene 98
7.2 Creating @ WOrKFlOW TEMPLALE ......oueeeeeeeeeeceeteeceeeterceeeereeereteeere s ese s e enenne 99
7.3 Adding @ WOrkflow £0 @ TEMPLALE ...ttt ese e sr e enes 100
7.4 EditiNg @ WOTKFLOW ..ottt se b e essbesesesessessessesesessensenan 104
7.5 Adding USErs aNd GIOUPS .....cvereeeeririereerererrereereneeeeseesesesseseesessessessssessessessssessessessssessessenes 104
7.6 WorkFlow Templates TranSitioN.......ceeeeeeeieeeeerieieeeretceeeerereeeereee e ssessessesessesessenes 105
8  ONGANIZALION ..ueeeteeeteeeeeeeeecteeceeecteeeteeseeesaeesaseesseesssesssesssesssessaeessessssensaeennes 107
BT US ISttt et st e et esre s s te s st e st e s re s s b e st e st e s s e e s ae s b e s b e ae et e e b e et e s e e se e be e b e st enaaenaesntannas 107
8.2 USET GIOUPS coceeeeeteeereeeeeectreesseeeseesssesssesessesssseessesessessssessssssssessssssssessssessssssssesessessssesssessssennnes 122
8.3 COSE CONLETS ettt st ste st st s ste s e e st e s e e sae s be s b e ssaesbasssesaessaessasssesssenseessasssasssanses 123
B4 ROLES...eoeeeeeeteteeeeeete ettt et e s s e b s e e s s s s b a b e s e s s e s b ess s e s e s esennesesasesensesenees 129
9 AAMINISETAEION c..eeeveeeeereeteretetereeeeteetesteteeeeeseeseesesseaessessessesessessersensessenssenns 134
TR Y U1 0 XYl 1ol o TR 134
9.2 USEI SYNCATONIZALION ettt tetesresesresessessesessessessessessssessensesesensensesssensensones 144
0.3 PFICE LISES ueeueteiiirierietiesestesteesestesteesseste st e e ssestesaessssessessesassessassessssassessessssensessassssessassasasses 145
9.4 UNIVErsal Print DY MiICTOSOFE....c.coivviieeieieiieieeierercieteerereeesessesessesesessesesessessessesessensensones 148
0.5 DEVICE SPOOLING ettt ettt se s e s s e s et essesessessessesessesensssessensensanen 150
9.6 Printer CONFIGUIAEIONS . ..cuivveeeeictitetceeteetetcteteetet et sesses e esessestessesesessessesessessensesessensensenes 151
0.7 MY SEEEINGS ettt esteese e b e ssesasebessbesssessessesssesssenssessasssesssesssessesssennns 162
0.8  SEEEINGS .ttt ettt b e e bbb e e a s e b e e b e e b e s b e be e b e e s be st esarenbeenbennne 163
L O TS = IR 171
TO.T AUAIE LOGS ettt stereesesseseseesessessessesesessessesessessessesessensessesssessessesssensensesens 171
T0.2 ADOUL ..ttt et ettt e e b e be et s b e s b e et esa st esessesesastesastesensesessrsenensans 172
11 TrOUDIESROOLING ..eveeeteteteetccceteetect et be b s esseseenens 173
11.1 BASIC NEEWOTKING...viuvieieeerieeceiereteteeeteeteeeseereeressesresessessessesessessessesesensensessesessensessesensensenees 173
11.2 SEAtUS OF MYQ ROGET SEIVICES.....cueiuierereeereeteereterreteeresesreseesessessesessessessessesessensessesessenseneas 175
11.3 Scans to EMAil NOL DELIVETEd.........ueeeeeeereeereeeeeeteesereeete et sese s s saesenese e enene 181
11.4 Getting Logs and CONLACLING SUPPOTE ...oueveeeeiieeiereereteeeereereteneereeseresseseesessesseseesessessesens 184
T1.5 ENEra ID POIMUSSIONS ....uvevecteereeeeeetecteeeestesseseetestessessessesaessessessessessessesssssessessessessessassenses 193

12 BUSINESS CONEQCES eoiiiiieeeeeeeeeeeeeeeeeeeeeseeeeseeessssseesssssssssssesssssssssssssssssssssnnes 200



MyQ Roger Server Administration

MyQ Roger is a cloud-native printing and document workflow solution designed to
increase productivity in office and remote work environments.

Users can capture documents via mobile devices, multifunction printers, or email.
Files can be stored locally or in personal cloud storage services, including OneDrive
and Google Drive. Advanced workflows automate document conversion and routing,
turning scanned images into editable formats or structured data for downstream
processing.

MyQ Roger is a fully serverless platform — there is no infrastructure to maintain. It
offers high availability, multitenancy, and enterprise-grade performance by design.

With a personalized user interface and built-in smart actions, MyQ Roger simplifies
printing and scanning from anywhere. Whether you're working from home, on the go,
or at the office, it helps keep your digital workspace connected and efficient.
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1 Release Notes

1.1 MyQ Roger Server 2.19 (Patch 5)
20 March, 2026

Note: Patch numbering skips patch 4.

Bug Fixes

¢ Resolved an issue where PIN delivery emails failed for over 100 users.

1.2 MyQ Roger Server 2.19 (Patch 3)
27 February, 2026
Bug Fixes

¢ Manage Roles and Rights permission to prevent unauthorized users from
granting themselves administrator access.

1.3 MyQ Roger Server 2.19 (Patch 2)
20 February, 2026

Improvements

e PrintSharing is now supported for organizations that are not registered payers
of VAT/Sales tax.

Bug Fixes

e Importing users via Excel would fail if usernames started with or consisted
entirely of numbers.

1.4 MyQ Roger Server 2.19 (Patch 1)
23 January, 2026
Bug Fixes

¢ Added support for user import with CSV file.
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MyQ Roger Server 2.19

16 January, 2026

Security

Added support for "On-Behalf-Of" token flow in SharePoint/OneDrive
authentication to reduce errors and improve compatibility with strict
Conditional Access policies.

Improvements

NEW FEATURE Remote Management — administrators can now update, uninstall,
and delete MyQ Roger Clients directly from the server. For more information,
see Remote Management (see page 87).

New FEATURE MyQ Roger Client Installer Configuration Builder — easy-to-use tool
to create customized desktop client installers. For more information, see
Configure Desktop Client Installers (see page 90).

Added a Details popup panel to the following views: jobs, ready to print, roles,
price lists, printer configurations, and printers. Use this panel to view and edit
parameters.

new FEATURE Added new scheduled PDF reports (see page 53):

o General Overview

o Job Overview

o Top 10 Printers

o Top 10 Users
Implemented automatic soft deletion For Desktop Client devices inactive for
more than 30 days (devices are re-added upon reconnection).
User import from Excel now supports assignment to existing user groups.
Scan to Email profiles now support sending scans to multiple email recipients
(enter addresses as a comma-separated list).
Added a copy option for the Detail field in MyQ Roger Client installation
configurations.
Added the ability to edit Desktop Client names directly from the details view.
Admins can now view Ready to print jobs for all users.
Added a lockout warning if admin disables Login with MyQ.
Added advanced filtering to the Desktop Clients view.
Added support for Greek and Finnish Languages.

Bug Fixes

Fixed an issue where desynchronized Entra ID accounts prevented users from
connecting to cloud storage (OneDrive, SharePoint).

Fixed an issue where bulk user synchronization for an Entra ID group failed
with message Value cannot be null. (Parameter 'key").
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» Fixed an issue where the "use this link" option for pairing and signing in to MRC
was not working.

» Fixed an issue where recreating a previously deleted printer was incorrectly
logged under the original creator's name instead of the current user.

» Fixed an issue where printers originally added as single-function devices (non-
terminal) would not correctly switch to terminal mode when re-added via
pairing.

e Improved error messages for cloud storage connection failures, providing
clearer causes and actionable steps.

1.6 MyQ Roger Server 2.18
1 October, 2025

Improvements

Added API endpoint to add/remove card numbers for selected users.

Job reports are now displaying currencies corresponding to the price list.
Implemented Scheduled Reports (see page 53).

Multiple Ul updates, including redesign of tables, header, left menu, desktop
client detail, and dashboard widgets.

Added new parameters for workflow templates (see page 98).

Implemented user page quota (see page 127), including quota counter view in
user profile.

Added API endpoint for getting single Desktop Client detail.

Added API endpoint that allows Desktop Client to report LPM Jobs.
Improved Excel and CSV reports.

Introduced a private MyQ Cloud (see page 168) for storing MRC Cloud Spooling
jobs.

Bug Fixes

¢ Resolved issues with Entra user synchronization.
e Deleted Entra users are now deleted form Roger after user synchronization.

1.7 MyQ Roger Server 2.17 (Patch 1)
13 August, 2025
Improvements

¢ Added support for additional languages.

Bug Fixes
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 Fixed issues with translation strings.

1.8 MyQ Roger Server 2.17
1 August, 2025
Improvements

¢ Modernized the design of the Reports subpage, and the Price List and Ready to
Print tables,

e The Reports page now includes columns to indicate copies and duplex jobs.

e Emails redesigned.

¢ Logging into MRC with Microsoft automatically connects your OneDrive
account.

e New Ricoh settings added to Printer Configurations.

Bug Fixes

¢ Audit logs show incorrect user.

¢ You can now manage external users when deleting a user synchronization
configuration.

¢ Added option to synchronize all groups from Entra ID.

1.9 MyQ Roger Server 2.16 (Patch 2)
26 June, 2025
Improvements

e | NEWFEATURE Scan to me via cloud REST API.

1.10 MyQ Roger Server 2.16 (Patch 1)
5 June, 2025
Improvements

e Improved performance of large report exports.

1.11 MyQ Roger Server 2.16
15 May, 2025

Improvements
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e General Ul improvements.
¢ Added the possibility to synchronize all groups from Entra.
e Google drive option added for externally managed users.

Bug Fixes

e Fix for SharePoint scanning ending in error 'Document Sending Failed'.
¢ Audit logs are now recording change of role for the user.
e User group tab showing incorrect values.

1.12 MyQ Roger Server 2.15 (Patch 1)
25 April, 2025
Improvements

¢ Added connect Google Drive option for tenants with active user
synchronisation.

Bug Fixes

¢ Scan to SharePoint ends with error Document Sending Failed.

1.13 MyQ Roger Server 2.15
3 April, 2025
Improvements

¢ Major technology stack update.

¢ User column indicating last logged user added on Desktop Client (see page 83)
page.

¢ MyQ Roger Client packages are now downloadable from Desktop Client (see
page 83) page.

¢ MyQ Roger Client download links can be enabled to be sent in welcome
mail (see page 165).

e Option to list all sites (see page 168) for Sharepoint and MS Teams cloud.

» Dashboard widgets are clickable (contains redirect).

Bug Fixes

e Corrected a problem where changes to a printer configuration were being
applied to printers outside of their designated group.

e Unknown symbols in the Default currency field.

e Wrong total count of users in Entra ID.

¢ OneDrive sign-in error in MyQ Roger after user's account in EntralD was
deleted and newly created.

10



MyQ Roger Server Administration

1.14 MyQ Roger Server 2.14
10 January, 2025

Improvements

e Added the option to disable (see page 164) the MyQ Roger Avatar across all
platforms (web, mobile app, terminal, and desktop client).

Bug Fixes

e Cannot create two single-function printers with the same IP address.

¢ Info button can overlap toast notification.

* Not possible to add Cards on User creation.

e User lockout is enabled even if disabled while creating new user.

¢ User synchronization - fix radio buttons in Users section.

e Overlapping notifications on Printers page.

e Workflows Scan @email does not show the destination.

¢ Microsoft Universal Print jobs in pending state when email address is different
from UPN.

e UserName added to cost center and user group report.

1.15 MyQ Roger Server 2.13 (Patch 2)
29 November 2024
Bug Fixes

¢ Server performance optimization

1.16 MyQ Roger Server 2.13 (Patch 1)
14 November, 2024
Improvements

» Recent scan workflows show destination.
Bug Fixes

e OneDrive disconnection issue fixed.

* Welcome email for new users from Entra ID contains different PIN than shown
in the Web.

¢ Microsoft Universal Print jobs in pending state when email address is different
from UPN.

11
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1.17 MyQ Roger Server 2.13
17 October, 2024

Since the introduction of the new user rights structure in a previous update,
we recommend that you check your user role permissions to ensure they are
consistent.

Improvements

¢ New search option is added on workflows templates page to search through
user groups and users.

¢ New toast notifications added.

e Button "Collapse all" and "Expand all" added to Templates page.

Bug Fixes

¢ Arabic language Ffixes.

Cost Centers with same name can be created.

Printer configurations with same name can be created.
Exporting reports with advanced Ffilters.

Broken paging on the printers page.

Missing icon for synchronized groups.

Printers are not reporting job size after printing.

1.18 MyQ Roger Server 2.12 Patch 1
4 December, 2024
Bug Fixes

¢ Resetting pins for a user group via advanced Ffilters.
¢ Externally managed column shown false for synchronized users.
 Deleted jobs blocking may block printing permanently.

1.19 MyQ Roger Server 2.12
21 August, 2024

Improvements

¢ Platform column is added on Desktop Client page (see page 83).
e New report types (see page 53) added.

12
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Printer logs can be downloaded on the Printer page (see page 68).

MS365 Integration banner added on Integration page.

Job name column can be hidden on Reports page.

Improved Cost Centers page Ul.

Released job settings was removed from My Settings page on web UI.

User can be searched by alias on Users page.

Admin can select login methods (see page 168) that users will see on the login
page.

Admin is able to create a URL link for users, to bring them to the Roger web
application login page with the region and tenant already preselected, and
read-only for the user.

New user rights structure.

Synchronized users and their attributes, groups and cost centers can't be
edited or deleted.

Added search field at Printer Groups page.

Number of recent workflows on terminals can be configured (default is set to
2).

Character limitation introduced in user Cards section.

Bug Fixes

User can select an option by clicking on text or radio button on workflow
transition page.

User groups description updated.

Printers layout when shrinking to mobile size fixed.

User search on Users Group and Cost Centers page cleared after closing the
modal window.

Printer cannot be installed again once it was deleted on the server before.
Error message on last page of audit logs.

Arrow direction in column selection in Arabic language.

External links open on a new tab.

Values in 'Active’ column of excel report.

1.20 MyQ Roger Server 2.11
24 May, 2024

Improvements

Lightweight printers are now called Single-function printers (see page 73) and are
a licensed feature.

Single-function printers (lightweight printers) are now active-only and cannot
be disabled in web administration.

13
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Printer Configurations (see page 151) page created, printer configuration profiles
are bound to printer groups.

New license (see page 137) types.

MyQ Roger Client is a licensed feature.

SharePoint workflow settings Ul improvements.

Added possibility for a user to delete their own account (see page 47).
Chat feature hidden behind feature flag.

Default user group with all users (see page 122) created.

Default Workflow template assigned to the All Users group.

Estonian Language added.

Released job settings was removed from My Settings page on web UI.
Added specific settings for Kyocera printers (see page 158).

Adding of user aliases.

New column ,Printer Name" added in reports.

New permission category (see page 129) “Terminal Actions” with the permission
“Unlock Panel”.

Workflow templates (see page 98) Ul update.

Release notes page changed to About (see page 172) page.

Renamed Spanish (United States) to Spanish (American).

Messages on Printer Groups page.

Printer details window improved.

Strings unified on User Groups page.

Ul of windows for adding and editing printers improved.

Paginators hidden on empty pages.

Animation transition on all pages removed.

Buttons on Printers page updated.

Action buttons unified.

Bug Fixes

Checkbox to allow users to register to the system when tenant is synchronized
with Microsoft Entra ID should not be visible.

Chat feature is enabled by default.

Custom auto-logout is not working on Kyocera.

Internal error on "Transition page".

Minor Ul defects on Cost Centers page.

Reports are not reflecting scans/copies/prints.

Reset workflow option sends welcome email with PIN to user.
Self-registration on tenant is not working.

Server is losing connection to Google Drive.

User group and user search on templates page fixed.

Welcome email is sent to users that are marked as "deleted" in Azure.
Changing error message when typing the incorrect user code.

14
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¢ Audit log messages display printer information.

e Dark mode on hovering on "About" page icons when light mode is on.

¢ Google drive job that is sent to 'print later' on mobile app isn't saved.

¢ Default templates without support on both terminal and mobile removed.
e Lost keys for text on Settings page.

e Lost keys for text on Templates page.

¢ PIN and Cards section can be turned off by permissions.

¢ PIN complexity settings moved to the correct Security section in Settings.
e Required fields missing from the SNMPv3 settings page.

o Actions button still available when a printer is inactive.

e Ulimprovements.

1.21 MyQ Roger Server 2.10 (patch 7)
10 May, 2024
Improvements
e Default user session idle logout timeout is set on printer to 5 minutes.
Bug Fixes

e MyQ folders are duplicated when user reconnects Google Drive.
¢ Reports are not reflecting scans/copies/prints.
e Serveris losing connection to Google Drive.

1.22 MyQ Roger Server 2.10 (patch 6)
19 April, 2024
Bug Fixes

¢ Synchronization of users is slow.

1.23 MyQ Roger Server 2.10 (patch 5)
8 March, 2024
Bug Fixes

e Welcome email is sent to users that are marked as "deleted" in Azure
¢ Fix related to increasing server stability.
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1.24 MyQ Roger Server 2.10 (patch 4)
16 February, 2024
Bug Fixes

e Kyocera terminal is losing the tenant registration.

1.25 MyQ Roger Server 2.10 (patch 3)
14 February, 2024
Bug Fixes

e Users are synced multiple times simultaneously.

1.26 MyQ Roger Server 2.10 (patch 2)
29 January, 2024
Bug Fixes

o Workflow settings are not used properly.

¢ Synchronization failing to import specific users.

e Tenant registration via Roger installer for Kyocera fix for EU/US.
e Terminals falling into pairing mode.

1.27 MyQ Roger Server 2.10 (patch 1)
12 January, 2024

Improvements

e Itis now possible to set specific email address for scanning to email in
workflow settings.

Bug Fixes

» Fixed disappearing workflows after use.
e Scan to Google Drive is no longer missing in default WorkFlows template.

1.28 MyQ Roger Server 2.10
5 January, 2024
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Improvements

Cost center feature improvements.

New "Workflow templates feature" transition process created for future
transitions.

Cost Centers may be synchronized from AD as a separate entity.

Ul button improvements.

Bug Fixes

Extended expiration time of a tenant subscription is ignored by the server.
Sorting by cost centers on "Reports" page caused "internal error notification".
Text bug fixed on WebUI when deleting an AD synchronization configuration.
Workflows page freezing when typing in text fields when too many workflows
templates were created.

Workflow templates users might not get loaded properly.

e Transition to workflow templates was visible to "users" when only admin
should be able to see it.

Database timeouts.

Jobs were not released on Ricoh if SNMPv3 is used.

1.29 MyQ Roger Server 2.9 (patch 6) (EU2)
26 April, 2024
Bug Fixes

¢ Reports are not reflecting scans/copies/prints.

1.30 MyQ Roger Server 2.9 (patch 5) (EU2)
16 April, 2024
Bug Fixes

e Synchronization of users is slow.

1.31 MyQ Roger Server 2.9 (patch 4) (EU2)
2 April, 2024
Bug Fixes

e Printer cannot be installed again once it was deleted on the server.
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1.32 MyQ Roger Server 2.9 (patch 3) (EU2)
12 February, 2023
Bug Fixes

e Terminal falling into pairing mode.
¢ Fixed EU2 connection to audit logs.

1.33 MyQ Roger Server 2.9 (patch 2) (EU2)
30, January, 2024
Bug Fixes

e Terminals falling into pairing mode.
e Connection to cloud storages.

1.34 MyQ Roger Server 2.9
8 December, 2023
Improvements

¢ New feature added “Workflow Templates”.

¢ Columns can now be managed on Pricelist, Desktop Client, Subscription and
Ready To Print pages on the Web UlI.

e Pricelist validity period is now displayed in the Web Ul as a read-only value.

e CSV has been added as an export target for reports.

e Dark mode is temporarily hidden from the Web UI.

Bug Fixes

e The Printer Group page on the Web Ul may not display the selected pricelist.

e Workflows may not load properly on the Web UI.

e Login on the terminal may take longer than expected.

e Buttons may appear in the wrong order when managing user workflows on the
Web UI.

¢ The list of users may not load properly on the Workflow Templates page.

e Pagination may fail on the users' page.

e Importing users via Excel may not import their PINs

e Excel templates for users export are now unified with the sample import
template.

¢ Deleting a widget may mistakenly remove the wrong widget.

 Unfinished user synchronization may leave the database in an inconsistent
state.
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Various Ul defects on Pricelist page.

Importing user aliases during user synchronization from Microsoft Entra.
Synchronized users may not receive default workflows.

Various Ul defects fixed on Workflows page.

Price of a job may not be calculated when printing with a printer without a
terminal.

1.35 MyQ Roger Server 2.8 (patch 2)
2 November, 2023

Improvements

¢ Added option to suppress Google cache. In an isolated case, it was not
compatible with the behavior of Google and flow that the customer was using.

Bug Fixes

¢ Fixed PIN complexity adjustment before synchronization.
* Fixed bug related to PIN pool during synchronization.
e Fixed creation of root Cost-Centers.

1.36 MyQ Roger Server 2.8 (patch 1)
30 October, 2023
Bug Fixes

* Fixed OneDrive connection error for tenants who did not have user sync set up.

1.37 MyQ Roger Server 2.8
28 October, 2023

Security

e Enhance cloud storage availability security for tenant organizations using user
synchronization. We mitigated a weakness based on user access to private
repositories where organization policies violations could occur.

Improvements

e Printer groups allow you to group printers. For now, it is possible to assign a
price list to a group. More features will follow.

¢ Printer groups and cost centers need additional license.

e The price list has a default entry.
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Default SNMP version settings have been changed to v2.0.

Price list and cost center has been added to the detail record on the reports
page.

The name of the cost center report export file has been renamed.

Added 'Terminal' column on the printers page for printers with or without
terminal.

Added command to send bulk emails with PIN on the users page. For selected
users or for a set filter.

Added the ability to filter users by entering the name of a user group on the
users page.

The display of user groups and cost center now uses pagination.

Bug Fixes

Fixed server error when releasing job to printer via MRC.

Fixed password length setting error.

Fixed error on printers page when using sorting by Color column.

Fixed a bug with pin density setting where it was incorrectly converted to
200% in some cultures.

Fixed error not releasing session after printing from printer without terminal.
Fixed retrieving a list of workFflows that occurred in isolated cases related to
email.

Fixed crash error when trying to add a printer without terminals that was
previously deleted.

Fixed printer name change from mobile app.

1.38 MyQ Roger Server 2.7 (patch 2)
24 October, 2023

Improvements

Made changes to display more group and cost-center records. Lazy loading.

1.39 MyQ Roger Server 2.7 (patch 1)
18 September, 2023

Bug Fixes

Fixed implementation of user synchronization where user settings were lost
during synchronization. The synchronization service has been temporarily
suspended. Data has been restored. And now the service is working again.
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1.40 MyQ Roger Server 2.7
14 September, 2023

Improvements

Jobs and reports refer to the price list.

Modifications in job reports to the Excel.

Apple users with a hidden identity now have a more friendly username.
Improvements in user-mobile-terminal session.

Several improvements for dark mode.

Added basic cost-center support.

Redesigned user synchronization from Azure AD.

Adding support for non terminal printers.

Added support for SNMP and protocol settings for printing jobs from MRC.
Currently one setting per tenant, but will be extended to print profiles in a
later version.

Display adjustment for black and white printers.

MyQ Roger has been added to Microsoft Market Place.

Several improvements in Ul design.

Bug Fixes

Fixed endless loading on 'Ready to print' page after filtering by expire date.
Fixed issues with set default language.

Fixed specific error when sending scan command from mobile app.

Fixed issues with custom logo.

Fixed surname duplicate in first name if user registers themselves.

Fixed broken printing from the mobile app and Google Drive when using the
print later feature.

Fixed JPEG printing on Kyocera terminal.

Fixed URL in QR codes.

Fixed application crashes during job printing and license validation checks.
Fixed internal error on 'Reports' page for users.

Fixed price calculation error for printed jobs.

Fixed bug allowing to delete tenant admin.

1.41 MyQ Roger Server 2.6 (patch 1)
28 June, 2023

Bug Fixes

Fixed a bug causing problems when reporting a print job from a printer that
was deleted in the meantime.
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1.42 MyQ Roger Server 2.6
24 June, 2023

Improvements

Audit Logs. The system audit logs are completely redesigned. We will continue
to add and improve the audit logs.

Fixing a security vulnerability identified based on a security audit of the server.
MyQ Roger is certified for Microsoft Intune Protected applications’.

Added Ul Password complexity indicator.

Changed user alias display control.

Operations performed on the mobile phone are now also recorded in jobs.
Added 'source'’ filter.

Redesigned user session devices allow new status information to be provided.
Added option to Settings-Security to allow admins to decide for users if they
can access cloud services if they log in to the terminal with a PIN. Default
setting enabled.

The first of many future permission rebuilds where the parent section
permission will be replaced by the 'View' permission.

The minimum expiration time of a job in device spool is set to 10min. Smaller
values were not sense.

Added the ability to search for user cards on the user page.

Ready to change the URL link format in the QR URI to be able to use MRC login.
Not yet enabled. The link will also be able to be used by any QR reader.
Adjusting visibility of inactive printers when license is not active.

Added default tenant language setting in Settings-General.

Change the display of detailed printer properties.

Created a new report type for user groups.

Changes in the Printers report.

The user can now set the cost center. Preparation for assigning price list to
user groups.

Bug Fixes

Fixed a situation where a job was sent to print using DirectPrint and the printer
was occupied by another user.

Fixed several Ul issues (icons, refresh buttons, validation messages,
checkboxes).

Fixed display of long username in many places.

Fixed BT Beacon and NFC logins.

Fixed crash in isolated cases of using scan profiles from mobile app to terminal.

1. https://learn.microsoft.com/en-us/mem/intune/apps/apps-supported-intune-apps
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 Fixed search field bug that made it impossible to cancel search filter.

 Fixed app crash when calling Google to invalidate tokens.

e Fixed bug allowing admin account to delete itself.

* Fixed deleting Google records after printing.

¢ Fixed checkbox behavior in device settings.

» Fixed a bug in the assigned license and in case of license insufficiency.

 Fixed sending detailed printer information (SN, IP address, host) during
printing from MRC (MyQ Roger Desktop Client).

e Fixed email activation error in rare cases.

e Fixed isolated app crashes when self-registering with Google.

1.43 MyQ Roger Server 2.5 (patch 4)
17 February, 2023
Bug Fixes

 Fixed an issue where the same Google Drive file exists in print-ready jobs twice
and user was not able to print it.

1.44 MyQ Roger Server 2.5 (patch 3)
13 February, 2023
Bug Fixes

e Fixed a universal print bug where after recent Windows 11 updates, print jobs
started to fail in the driver's print queue. The reason was a missing reason-
status-description. This message could be observed in windows events.

1.45 MyQ Roger Server 2.5 (patch 2)
9 February, 2023
Bug Fixes

 Fixed bug causing inability to log into the admin menu of the terminal. You
must restart the terminal for the fix to take effect immediately. Otherwise, the
terminal updates its settings once a day, usually in the morning after waking

up.
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1.46 MyQ Roger Server 2.5 (patch 1)
7 February, 2023

Bug Fixes

Fixed a crash of the job report from the printer causing the printer to
constantly try to resend the job.

1.47 MyQ Roger Server 2.5
4 February, 2023

Improvements

Roger Themes. The server theme is reworked. Roger team has no capability to
maintain more than one theme. All tenants theme settings have been switched
to the new look and all previous themes have been removed. A new dashboard
appearance has also been added. We will be adding new telemetry and alert
gadgets to it over time.

Licenses. We've removed the licensing bypass. The previous release contained
many licensing-related fixes and no other issues were encountered. Many of
the features you were using are now only available for licensed printers
(Printer Login, Job Report, Toners & Counters updates). Desktop Client (MRC)
licenses are not yet applied. Licensed printers are highlighted in the printer
overview - it's connected with column IsActive.

New printer connected with tenant will automatically get license if available.
The report list (the jobs page has been renamed to reports) contains events
reported by printers. It also contains events reported by the mobile app (for
example, that a job was sent to a printer). We have hidden this mobile app
record for now until the filters on the page are adjusted. It was causing the
misperception that two print jobs had left the printer.

The server now includes many implementations related to the upcoming
Desktop Client (MRC) for Roger. We are now collecting the terminal version, IP
address and host, to be able to print from MRC.

We have changed the behavior of the terminal login options so that not all
login methods can be removed.

Release Notes page has been added

MFPs are now notified when their configuration changed on the server.

You can now set the expiration of jobs from device spool. Added to Device
Settings.

Improving db indexes for Workflows (Scan Profiles are renamed to Workflows).
Added and improved several messages for mobile phones, e.g. when a user
tries to log in to another tenant.
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Improved reports and report content in excel. For example, added user name
columns.

MFP now gets default tenant language settings.

In a few places, a column picklist has been added to the tabs (settings do not
transfer between browsers).

We have modified the behavior of sending out email alerts for upcoming
tenant subscription expirations. Emails are now aggregated into monthly
periods, showing expired tenants last month and upcoming expirations the
following month.

In many places the product name has been unified from Roger to MyQ Roger.
Improved appearance of 2FA authentication.

Server now provides language packs to mobile app to extend OCR services.
As always, we also made some internal changes and our team also worked on
the Desktop (MRC) client, which hasn't been released yet.

Bug Fixes

Fixed security issue with REST API end point providing printer info.

Fixed security issue when creating a random PIN to access the MFP admin
interface.

Fixed URL inside generated QR code (old domains app.roger.myq.cloud
replaced by eu.roger.myq.cloud).

Fixed users visibility in the User Groups (Organization Unites are renamed to
User Groups).

Fixed bug related to German language and synchronization of users from Azure
AD.

Fixed a bug causing scan profiles (workflows) to not be created for users
synced via Azure AD.

Fixed deleting records from the mobile app causing an error for cloud services
under certain circumstances.

Fixed self registration bug with Google account.

Fixed a bug that under certain circumstances caused the list of Scan Profiles
(Workflows) to be unavailable on MFP.

Fixed connecting OneDrive after Roger folders already existed and causing a
crash.

Fixed several bugs related to the ability to sort records by certain columns.
Fixed error with printer re-pairing.

Fixed a bug causing some printers to not save counter and toner changes.
Fixed bug when saving scan reports.

Fixed user import notifications from excel.

Fixed Verify in the activation email when the link was opened when the user
was not logged into the tenant.
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2 Basic Information

The guide is intended for administrators, as it describes the installation and
administration of a MyQ Roger tenant. You learn how to log in to your MyQ Roger
tenant, how to manually create, import, and edit users, how to modify device and
security settings, and how to establish the connection between your MyQ Roger
tenant, your Multi-Function Devices (MFDs) and your smartphones.

The below server technologies are used in MyQ Roger. They are maintained by MyQ
and are automatically included when upgrading to new versions:

e ASP.NET Core REST API technology.

¢ Angular front-end compiled to JavaScript which runs on the client browser
side.

e Hosted in Azure and orchestrated by Kubernetes, which provide plenty of
abilities like:

o Scalable solution - The MyQ Roger instances run in virtual machines
(Docker). They are continuously monitored by an automatic scaler. When
the CPU or memory trigger the set limits of the load, it automatically
adds a new instance to the new virtual machines. The net traffic also
affects the CPU load. The Load Balancer automatically directs any
incoming requests to less loaded instances.

o Regional hosting - The application is designed to have tenants in a
standalone database. This is great for any regional independent hosting.
To reduce and minimize the distance latency, it is possible to run it from
any region available in Azure.

o Monitored solution - The solution is continuously monitored.

o Static files CND distribution - The MyQ Roger set of web static files has
more than 10MB. To provide the best user experience, Content Network
Distribution is used to distribute those static files around the world.

2.1 Prerequisites Before the Installation

¢ An account with administrator rights to the MyQ Roger tenant.
e Make sure that the https port 443 is allowed in the firewall.
e Make sure that TCP outgoing traffic to the internet is allowed on the device.

Make sure your SNMP settings (see page 155) are correct to avoid printing
disruptions.
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2.2 Communication Ports and Protocols

(- verify your connection to the server and to confirm if required ports are
open, the following commands may be helpful:
e Windows users:
Open PowerShell and run tnc eu.amgp.myq.cloud -port 5671
e Linux/macOS users:
Open aterminaland run nc -vz eu.amgp.myq.cloud 5671

PC / MyQ Roger Client (MRC)

Target Protocol, Port Description

MyQ Roger Server HTTPS, 443 | TLS MyQ Roger Client
https://eu.roger.myq.cloud  secured authentication
https://us.roger.myq.cloud? User authentication

https://discovery.myq.cloud/ Reporting jobs

regions

Event Bus AMQP, 5671 | TLS Events Release, Delete,

secured etc.

Printer SNMP, 161,162 Get machine Serial
Number to confirm a job
release target

Printer Raw, 9100 | IPPS, 10012 Job release / printing

Printer

Target Protocol, Port Description

2. https://us.roger.myq.cloud/
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https://us.roger.myq.cloud® amgqgps, 5671
amgqgps://eu.amgp.myq.cloud
amgps://us.amgp.myq.cloud
https://discovery.myq.cloud/

regions

MyQ Roger Mobile App
Target Protocol, Port

HTTPS, 443 | TLS
https://eu.roger.myq.cloud* secured

MyQ Roger Server
https://us.roger.myq.cloud?

https://discovery.myq.cloud/
regions

2.3 Architecture

2.3.1 Overview

MyQ Roger Server Administration

MyQ Roger authentication
General communication

Print and scan jobs

Description

Authentication, general
communication, print and
scan jobs

MyQ Roger is a native Public Cloud SaaS. Unlike traditional on-premises print

management systems, Roger is designed as a distributed system hosted primarily in

Microsoft Azure, utilizing container orchestration and microservices.

The system is divided into two primary environments:

» Server-Side (Cloud): Hosted in Azure Kubernetes Services (AKS), handling

logic, databases, and messaging.

e Client-Side (Local): Applications running on user workstations, mobile devices,
and Multi-Functional Printers (MFPs) that communicate securely with the

cloud.

3. https://us.roger.myq.cloud/
4. https://eu.roger.myq.cloud/
5. https://us.roger.myq.cloud/
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2.3.2 Server-Side Architecture (Cloud)

The core of MyQ Roger resides in the Microsoft Azure Cloud. The infrastructure is
designed for high availability, security, and scalability using Kubernetes.

Core Components

e Azure Kubernetes Service (AKS): The application logic runs within Docker
containers managed by Kubernetes.

* Roger Server (ASP.NET Core): The main backend application handling business
logic, APl requests, print jobs, and user and printer management.

¢ Event Bus Server: Handles asynchronous messaging and real-time
communication between the server and clients.

* Load Balancer & Ingress: Traffic enters the cluster via an Azure Load Balancer,
routing HTTPS traffic to the appropriate services
({region}.roger.myq.cloud:443, and {region}.amqgp.myq.cloud:5671).

Data Persistence
MyQ Roger utilizes specific Azure data services to ensure data integrity and security:

* SQL Database: Stores structured data (users, printers, job accounting, etc.).
e Cosmos DB: A non-SQL repository for raw, deeply structured job telemetry,
preserving data before summarizing it on the reports page and exported

reports.
o KeyVault: Securely manages secrets, keys, and certificates.
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2.3.3 Client-Side Components

Because the server is in the cloud, the Client-Side components play a crucial role in
bridging the local network (where the printers are) with the cloud infrastructure.

¢ Roger Desktop Client (.NET Core):
o Platform: Windows, macOS
o Role: Acts as a local connector. It is not just a user interface; it handles
the job accounting and release process via Roger Server.
o Job Management & Spooling:

* Client Spooling (Local): Keeps the print job data on the user's
device to minimize bandwidth usage, sending only the metadata to
the cloud. The job is released directly from the client to the printer.
Printers are discovered using SNMP communication, and jobs can
be released using IPPS or RAW protocols configured in the Roger
Server. The printer and MyQ Roger Client (MRC) should be on the
same network.

¢ Cloud Spooling: Optionally uploads the full print job to Cloud
Storage (OneDrive, Google Drive, MyQ Cloud), allowing users to
release jobs on any network or device.
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o Resilience & Monitoring:

» Fallback Printing: Ensures printing continuity by automatically
switching routing methods if a connection to the Roger Server is
temporarily disrupted.

¢ Local Print Monitoring (LPM): Tracks and accounts for local
printing activities (all the jobs sent to locally connected USB
printers or direct TCP/IP queues).

o Communication: Connects to the Roger Server via API/REST or
websockets, and maintains a persistent connection to Event Bus (AMQP
via TLS port 5671) for real-time signaling.

* Roger Mobile App (Flutter):

o Platform: iOS, Android, Chromebook.

o Role: Acts as a personal digital workplace assistant, bridging cloud
storage with physical devices.

o Cloud Integration:

e Connecting & Browsing Clouds: Authenticates directly with third-
party cloud storage (OneDrive, Google Drive, SharePoint, Dropbox,
and Box) allowing users to browse folders and preview files.

o Digital Workflows:

* Workflow Management: Empowers users to fully control their
document processes. Beyond simply triggering complex scan
workFlows, users can create new personal workflows from scratch
or manage and modify existing ones directly within the app
interface.

¢ Mobile Scanning: Uses the device camera to scan documents,
apply edge detection/correction, and share or upload to the
device, connected cloud destinations, or email.

o Printer Interaction:

« Identification & Release: "Discovers" printers without network
scanning, using physical proximity (Bluetooth/NFC), or scanning a
QR Code on the device panel to authenticate and release jobs
securely.

e Roger MFP/Terminal:

o Role: Acts as a secure cloud kiosk directly on the printer panel, managing
user authentication and executing serverless print and scan workflows.

o Platforms & Technology:

» Kyocera: HyPAS (Java-based), runs as a native system application
directly on the device firmware.

e HP: Android (HP Workpath), runs as a modern Android app
installed via the HP Command Center.

¢ Ricoh: Android (Smart Operation Panel), runs as a native Android
application on the Ricoh SmartSDK.
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o Communication:
e Protocol: Uses strictly encrypted HTTPS (TLS 1.2/1.3) for all
communication.
» Direct Access: The terminal communicates directly with the
{region}.roger.mygq.cloud.
e Roger Web Client (Angular):
o Role: Serves as the unified access point for tenant administration and
user self-service.
o Capabilities:
¢ Admin Console: Provides a centralized interface for managing the
entire tenant environment, including user management and
synchronization (Azure AD), printer management, policy
definitions, and quota management.
¢ User Portal: Offers end-users a personal dashboard view of their
job history and the option to manage their personal profile.
o Communication:
e Access Point: Users access the client via a secure URL.
* Protocol: Communicates exclusively via HTTPS (TLS 1.2/1.3),
making REST API calls to the Roger Server backend.

2.3.4 Network & Security Architecture

MyQ Roger employs a "Secure by Design" network architecture, utilizing segmented
subnets and encrypted protocols.

Network Segmentation

The Azure environment is segmented into distinct security zones:

¢ API Subnet: Public facing (via Load Balancer) hosts the APl and OAuth2
services. This is the entry point for all Mobile and Printer clients via HTTPS
(Port 443).

o Event Bus Subnet: Handles message queuing. Accessible by Desktop Clients
via secure TLS (Port 5671).

e Databases Subnet: A strictly private subnet containing Cosmos DB, Key Vault,
and SQL Server. These are not exposed to the publicinternet and are only
accessible via the API Subnet.

Communication Protocols

e HTTPS (Port 443): Used for all REST API calls from Mobile Apps, Web Clients,
and MFPs.

e AMQP (Port 5671): Secure messaging protocol used by the Desktop Client to
communicate with the Event Bus.
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e SNMP & IPPS: Used locally by the Desktop Client to discover and communicate

with physical printers.

2.3.5 Global & Regional Discovery

To support a global user base, MyQ Roger implements a regional discovery

mechanism.

* Region Discovery Server: When a client initializes, it contacts the Global

Server.

e Regional Routing: The Global Server routes the client to the appropriate
"Server-Side Cluster" (Region) based on the tenant's location (e.g., EU, EU2,

us).

2.3.6 Executable & Technology Summary

Compone Technology/
nt Framework

Roger ASP.NET Core

Server

Event Bus Message Queue

Server (AMQP)

Desktop .NET Core

Client

Mobile Flutter

App

Web Angular (SPA)

Client

MFP Kyocera: HyPAS

Terminal (Java)HP/Ricoh:
Android

Platform / OS

Azure Kubernetes
Service (Linux
Containers)

Azure Kubernetes
Service

Windows, macOS

iOS, Android,
Chromebook

Web Browser

Embedded Device
Firmware

Primary Protocols
(Outbound)

HTTPS (443), SQL,
Internal Cluster

AMQP (5671)

HTTPS, AMQP, SNMP,

Raw Port 9100, LPR 515

HTTPS, OAuth (Clouds),
Bluetooth/NFC
HTTPS (TLS 1.2/1.3)

HTTPS (TLS 1.2/1.3)
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3 Installation

MyQ Roger can be easily installed and is ready-to-use in these simple steps:

Log in (see page 41) as an administrator to your MyQ Roger tenant and create
users (see page 107).

Download the MyQ Roger mobile app (see page 34) to your smartphone.

Install (see page 36) MyQ Roger to your Multi-Function Devices (MFDs).
Establish the connection (see page 36) between MyQ Roger, your MFD, and your

smartphone.
il
©
Covmection established. |
| o |

3.1 MyQ Roger Mobile App

The MyQ Roger mobile application can be used both on iOS and Android devices,
including Chromebook devices, and it is available for free download in the App Store
and in Google Play.

In Android devices, open the Google Play Store application, search for MyQ Roger >
Cloud Print & Scan,

¢ Select MyQ Roger > Cloud Print & Scan, and tap Install.

* In iOS devices, open the App Store application, click on Search on the bottom-
right and search for MyQ Roger > Cloud Print & Scan, select MyQ Roger >
Cloud Print & Scan, and tap Get.

For a detailed MyQ Roger mobile app overview, check the MyQ Roger Mobile App
Installation and Usage guide, and the brand-specific MyQ Roger guides.
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3.1.1 User Authentication
In the MyQ Roger mobile app,

¢ Go through the mini welcome guide.

¢ Choose in which Region to save your data (European data center or American
data center).

¢ Type the name of your tenant in the Tenancy name field.

¢ Choose the account you want to use to log in.

By choosing WORK ACCOUNT, you can log in to the MyQ Roger tenant, with multiple
sign-in options:

* Sign in with MyQ - Type your MyQ Roger credentials and tap SIGN IN.
o Username / E-mail address - Your MyQ Roger Username or email
address.
o Password - Your MyQ Roger password.
« Sign in with Apple - You are redirected to log in to your Apple account.
« Sign in with Google - You are redirected to log in to your Google account.
 Sign in with Microsoft - You are redirected to log in to your Microsoft account.

By choosing PERSONAL ACCOUNT, you can use a personal MyQ, Apple, Google or

Microsoft account to use the MyQ Roger mobile app.

e For users to be able to use a personal account, external providers, or sign up,
the administrator should enable the Allow users to register to the system
setting, available in the MyQ Roger web server, in Administration > Settings >
User management (see page 165).

¢ If the New registered users are active by default setting is disabled, any
newly registered user account will not be active until the administrator
manually activates their account.

Scttings Show and change application settings

General Appearance User management Security Login Cloud Storages

Form-Based Registration

Allow users to register to the system.

New registered users are active by default
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If a user registers an account directly by using external authentication (Apple,
Google, Microsoft):

» The registration process generates a user name and the user can change it
later.

e |f the Name or Surname is not provided or generated by the external provider,
the user account will be created as Guest_{randomchars}.

¢ Once registered, the account needs to be activated by the Administrator (if
automatic activation is disabled).

a External authentication is not currently available for users with an existing account.

3.2 MyQ Roger and MFDs

3.2.1 Installing the MyQ Roger Terminal to MFDs

Installing the MyQ Roger terminal to your Multi-Function Devices (MFDs) differs from
brand to brand.

For detailed instructions, check the brand-specific MyQ Roger guides.

Connecting the MyQ Roger Terminal to the MyQ Roger Server

Once you have configured your MyQ Roger tenant and installed MyQ Roger on your
MFDs, it is necessary to establish a connection between your tenant, your MFD, and
your smartphone.

This can be done either via the MyQ Roger mobile app (recommended), or via using
your device's code in the MyQ Roger web server.

Via the MyQ Roger Mobile App (Recommended)

¢ Log in to the MyQ Roger mobile app with your MyQ Roger credentials.
* Once logged in to the app, simply use the Login button at the bottom-center
of the screen to scan the QR code displayed on the MFD.

This way, the connection between your MyQ Roger tenant, your MFD, and your
smartphone is established.

You see the Printer successFully paired notification on your phone, and the MyQ
Roger log in-screen on your MFD. This action only needs to be done once, and as soon
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as it is successfully completed, the device is paired with your tenant and displays a
dynamic QR code for users to log in.

There are more possible scenarios when scanning the QR code on the printer, that
are also dependent on the user’s permissions:

e The printer has not been registered yet with any tenant:

o If the user has standard permissions (print, scan, etc.), they cannot pair
the device. It fails and an error message is displayed on the mobile
phone.

o If the user has admin permissions (device pairing), they can pair the
device with a tenant. The new record of the printer is created under the
tenant, and the printer is immediately active. A new QR code is displayed
and any user on that tenant can log in.

e The printer is registered (paired with the same tenant as the user):

o The user (with standard and/or admin permissions) is logged in to the
printer and can control it via their mobile phone.

¢ The printer is registered with a different tenant:

o Since the printer is paired with a different tenant, it cannot be used, and
an error message is displayed on the mobile phone.

e The useris unable to login:

o Check if the correct MyQ Roger tenant is used.

o Check if the user’s account is locked.

o Check if the user’s account is deactivated.

O itsnot possible to bring up the registration screen (with the QR code) on a
device once it has been paired with a tenant. The administrator should either
release the pairing on the server or do a fresh re-installation of the
embedded application (delete it from the device and then re-install it).

You can also log in via NFC, if the device has already been paired by the administrator
and if NFC is supported by your phone.

To pair the device,
1. Tap the Login button and then tap the information button @ next to the Login via NFC
option.
2. Tap Pair new tag. Bring the phone close to the printer and tap Write to NFC tag.
Once done, scan the QR code on the printer to finish the device pairing.
To log in via NFC,

1. Tap the Login button and select Login via NFC.
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2. Move your phone close to the NFC tag on the MFD.
Once your phone reads the tag, you are logged in to the MFD.

X Log in to a printer

Scan PDF

1

D)) Login via NFC

No printers nearby

Another option is to log in to an MFD paired via Bluetooth if the device is connected
with a BLE reader.

Any Elatec reader with BLE support can be used, and the reader has to be configured
specifically (contact MyQ for the configuration).
1. Once the BLE reader is configured, tap the Login button on the MyQ Roger mobile app
and select one of the paired printers from the list.
2. If there are no printers on the list, select Discover printers via Bluetooth. Once an

unknown device appears on the list, tap on it and scan the QR code to pair it.
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X Log in to a printer

&) scan PDF

W

W) Loginvia NFC

&  Kyocera Printer

Your MyQ Roger setup is now complete, and you can start working with it.

For a detailed MyQ Roger mobile app overview, check the MyQ Roger Mobile App Installation
and Usage guide, and the brand-specific MyQ Roger guides.

Via the Device Code in the MyQ Roger Web Server
In the MyQ Roger web server, go to Supervision > Printers.
To remotely register, pair, and log in to a device,

1. Click the Create printer with terminal button.

2. Enter the device code displayed on the printer’s screen and click +Create.
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Create printer with terminal X

@ Use the MyQ Roger mobile app to create a printer. Simply scan the QR code that appears on the printer's screen Help

Printer type: Printer with terminal

Enter the device code displayed on the printer's screen:

Your MyQ Roger setup is now complete, and you can start working with it.
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4 Logging in to MyQ Roger
To log in to your MyQ Roger tenant:

1. In your browser, go to https://eu.roger.myq.cloud/ for the EU region or https://
us.roger.myq.cloud/ for the US region.

2. Click Change next to Region to change the current region.

3. Click Change next to Current tenant.
In the Switch tenant pop-up window:

4. Enable the Switch to tenant option.

5.In the Tenancy name field, type the name of the tenant you want to switch to.

6. Click Switch to the tenant.

Switch tenant X

Switch to tenant 0

Tenancy name

X Cancel

Your tenant is selected, and you can now log in with your MyQ Roger account:

1. Type your User name or email.
2. Type your Password.
3. Click Log in. (There are additional steps if 2FA is enabled. For details, check here (see

page 42).)

You are now logged in to the MyQ Roger web server.
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Current tenant: ks .20 (Change) Region: EU (Change)
Login
Remember me Forgot password?
Login with:
.’ Sign in with Apple
G Sign in with Google
= Sign in with Microsoft

Not a member yet? Please contact us: roger@myq-solution.com
Create account | Email activation

4.1 Two-Factor Authentication

Two-Factor Authentication, or 2FA, is an extra layer of protection used to ensure the
security of online accounts apart from a username and password.

MyQ Roger offers 2FA via email or Authy (Google Authenticator) for logging in to
MyQ Roger web.

4.1.1 Two-Factor Authentication Setup
To use 2FA in MyQ Roger:
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1. Go to Administration > Settings > Security > Enable two-factor user login.
2.Enable Allow to remember browser. If you allow this, users can select to remember
browser to skip the second time two-factor login for the same browser. This allows

users to enable the Remember this browser option on their login screen.
Two Factor Login

Enable two factor user login.

Allow to remember browser. If you allow this, users can select to remember browser to skip second time two factor login for the same browser.

2FA is disabled by default for all users.

To enable it,

1. Go to Organization > Users, click Actions and Edit the user.

2. Mark the Two-factor authentication enabled checkbox and click Save.

Create new user

X

ser information Roles o User Groups o Cost center PIN and Cards Aliases

First name *
Tim
sSurname *

Canterbury

Email address *

tim.canterbury@wernham-hogg.co.uk

Phone number

User name *

Tim

Set random password.
Should change password on next login.
Send activation email.

Active

l Two factor authentication enabled ]

o000

X Cancel ‘ [ B Save

2FA via email is now configured for the user.
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For the above settings to work correctly, the user must have a confirmed

email address.

Once the settings above are saved, users can also set up 2FA with Google
Authenticator by themselves.

1. This is done by going to their user profile (upper-right corner) and clicking My Settings.
2. In the Two Factor Login tab (only visible if the above admin settings were done),

Enable the Google Authenticator.

My Settings X

Profile Two Factor Login

© Google Authenticator
Enable Authenticator App

© Security status

Two factor status

0

‘ Delete account ‘ ‘ X Cancel ‘[ @ Save

3. Scan the QR code with your phone to pair your Google Authenticator app to MyQ
Roger, or

click Disable to disable it.
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Two Factor Authentication X

Enter the code from your authenticator app

e, the app will generate a six

4.1.2 2FA via E-mail

Once 2FA via email for a user is configured, the user needs to follow this process to
log in to MyQ Roger web server.

1.In a browser, go to https://eu.roger.myq.cloud/ for the EU region or https://
us.roger.mygq.cloud/ for the US region.

2. Fillin the required information (Current tenant, Region, Username or email, Password),
and click Log in.

In the next screen, the user is asked to verify themselves by selecting a verification
type. The current available verification type is Email.

3. Click Submit to receive an email with the security code.

4. In the next screen, type the security code received via email, and click Submit. If
allowed by the administrator, you can check the Remember this browser setting to
skip 2FA for future logins in this browser. (If the 120 seconds timer runs out before
submitting the code, you get the Timeout, please try again pop-up.)

5. After clicking OK, you are redirected to the login screen where you have to restart the
log in process).

Once the security code is verified, the user is successfully logged in to MyQ Roger web

server.
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4.1.3 2FA via Google Authenticator

Once 2FA for a user is configured by the administrator, and the user has enabled
Google Authenticator for themselves, the user needs to follow this process to login
to MyQ Roger web server.
1.In a browser, go to https://eu.roger.myq.cloud/ for the EU region or https://
us.roger.mygq.cloud/ for the US region.
2. Fillin the required information (Current tenant, Region, Username or email, Password),
and click Log in.
In the next screen, the user is asked to verify themselves by selecting a verification
type.
3. Since Google Authenticator is the preferred verification type, click Submit to receive a
security code in your Google Authenticator.
4. In the next screen, type the security code from Google Authenticator, and click Submit.
If allowed by the administrator, you can check the Remember this browser setting to
skip 2FA for future logins in this browser. (If the 120 seconds timer runs out before
submitting the code, you get the Timeout, please try again pop-up.)
5. After clicking OK, you are redirected to the login screen where you have to restart the
log in process).
Once the security code is verified, the user is successfully logged in to MyQ Roger web

server.
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5 Home

After you log in, you land in the MyQ Roger Server Home page. You can see the
settings menu on the left side, the customizable dashboard (see page 51) with statistics
and reports in the middle, and further settings in the upper-right main ribbon.

myo
roger Dashboard  statistis and reports. = 0 semd\sossio ‘Q

Welcome Captain!

1. To return to the Home page, you can either click Home in the left-side menu or click on

the MyQ Roger logo on the upper-left side.

5.1 Menu

The settings menu is divided into the following categories, all explained in detail:

e Home

Supervision (see page 53)

WorkFflows (see page 98) (only visible after a paid license is added)
Organization (see page 107)

Administration (see page 134)

System (see page 171)

5.2 Main Ribbon

In the main ribbon, you can:

¢ Change the language of the MyQ Roger Server web app by clicking on the flag
and selecting your preferred language.

=9 sk 1\ Bessie
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This setting only changes the language of the MyQ Roger Server web app. To change the
language of a MyQ Roger embedded terminal app, go to Administration > Settings > General
> Default Language and consult the relevant brand guide for further configuration.

* View and manage notifications by clicking on the bell. You can Set all as read,
See all notifications (which takes you to the Notifications (see page 94) page)
and edit notification settings by clicking on the gear icon.

Notifications m

Welcome to MyQ Roger! Notification system is
used to inform you for intended events. You can

sele...
1 month ago -+ setasread

Set all as read ][ See all notifications ]

e Manage your account by clicking on your user name:
B e 1\ Bessie

==l 1\ Bessie

4’ Change password

@

Login attempts
E3 Change profile picture
i3 My Settings

¢«] Logout
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¢ Change password:
o In the pop-up window, type your new password twice and click Save.

Change password X

Current password

&

New password

New password (repeat)

‘ X Cancel

e Login attempts:
This takes you to the login attempts overview page where you can view a list of
your login attempts and information about IP address, Client, Browser, Time
and date, and if the attempt was successful.

Login attempts L temp o = 0 \Bessie

¢ Change profile picture:

o In the pop-up window, mark the Use Gravatar profile picture checkbox
if you want to use Gravatar or click Choose a File to upload a profile
picture.

The uploaded file should be a JPG, JPEG, or PNG with a 5MB maximum
size.

o Click Save to apply your changes.
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Change profile picture X

Choose a file

‘ X Cancel ’ [ @ Save

e My Settings:
o In the pop-up window, you can edit your profile related settings such as
First Name, Surname, Email address, User name, and Timezone.
¢ Delete account:
o You can also use Delete account to delete your account.
The tenant administrator’s account and synchronized users’ accounts
cannot be deleted from here.
o Click Save to apply your changes.

My Settings X

Profile Two Factor Login
First name *

Tim
Surname *

Canterbury

Email address *

tim.canterbury@wernham-hogg.co.uk
User name *

tim
Timezone

Select a Timezone v

‘ Delete account ’ X Cancel ‘ [ @ Save ]

e Logout: Click to log out.
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5.3 Dashboard

The MyQ Roger dashboard is displayed once you log in. You can also navigate to it by
clicking the MyQ Roger logo in the upper-left corner.

The dashboard contains multiple widgets that inform you about statistics and reports
of your MyQ Roger tenant.

Welcome Captain!

24 1203 589
eeeeeeeeeeeeeeeeeeeeeee pages docum:

In order to modify the dashboard,

¢ You can switch Edit mode on. Once on, you can Add widget, restore the
dashboard Back to Default, drag and drop widgets to rearrange the
dashboard.

* You can also click on the X button on a widget to remove it from the
dashboard.

e Once you are done, Save your changes and switch Edit mode off.

Welcome Captain!

eeeeeeeeee

Active printers Active users

To add a new widget to the dashboard,
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¢ Click Add widget when Edit mode is on.
¢ In the Add widget pop-up, select the new widget from the drop-down, and click
Save.

The widget then appears on your dashboard.

Add widget X

Total users count v

Total users count

Total pages count

Total printers count

Total documents count

B Banner

Active users last 30 days
Active printers last 30 days
Print vs Scan last 30 days

Mono vs Color Last 30 days

Printer Activity

The available widgets are:

¢ Total users count - The total number of users in your tenant

Total pages count - The total number of printed pages

Total printers count - The total number of printers

Total documents count - The total number of printed documents

Banner - Adds the MyQ Roger banner in your dashboard

Active users last 30 days - The number of active users in the last 30 days
Active printers last 30 days - The number of active printers in the last 30 days
Print vs Scan last 30 days - A percentage comparison of printed versus scanned
pages in the last 30 days

Mono vs Color last 30 days - A percentage comparison of printed mono versus
color pages in the last 30 days

52



MyQ Roger Server Administration

6 Supervision

Under Supervision in the left-side menu, the MyQ Roger administrator can:

e Overview jobs and export reports in the Reports (see page 53) page
e Overview their Ready to Print (see page 67) jobs

Manage Printers (see page 68)

Manage Printer Groups (see page 82)

Manage Desktop Clients (see page 83)

Manage alert Notifications (see page 94)

6.1 Reports

In the Reports page, in Supervision > Reports, the MyQ Roger administrator (or a
user with the Administration/Jobs/Reports permissions) has a full overview of all the
users' jobs, as well as accounting information about each job in the Jobs tab, and can
export jobs' reports in the Reports tab.

6.1.1 Jobs Tab

e In the Jobs overview tab, there is a full overview of all the users' jobs, as well as
accounting information about each job. Users without the necessary
permissions can only view their own jobs.

Jobs  Your jobs overview = N

1693M8  Kyocera Print 1 0 1 A ®  Printer o 1 1 €025
344118 Kyocera Print 1 o 1 a4 ®  Printer @ 1 1 €025
Kyocera Print 2 0 1 A ®  Printer o 2 2 €050
Kyocera print 3 o 1 s ®  Printer @ s 3 €75
Kyocera Print 1 0 1 A4 ®  Printer [ 1 1 €025
Kyocera print 1 o 1 s ©®  Printer @ 1 1 €025
Kyocera Print 2 ) 1 A4 ®  printer @ 2 2 €050
Kyocera Print 2 o 1 s ®  Printer @ 2 2 €050
Kyocera Print 1 ) 1 A4 ®  Printer @ 1 1 €025

Kyocera print 0 8 1 A ©®  Pprinter o s 8 €20

¢ To view details about a specific job, click on the job. The Job details panel
opens.

o Under Show advanced Filters there are many filters that can be used to modify
what jobs are displayed in the overview.
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a (e)(®) (e e -]

e On the upper-right side, you can use the Column selection button to rearrange
the columns shown in the overview.

¢ Drag-and-drop columns from one side to the other or select a column and use
the arrows in the middle and then click Save. All the columns in the Shown
columns side will be displayed in the jobs overview.
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* You can also use the Export button to export the overview to Excel or CSV:
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3 Export v

[ Exportto Excel

[ Exportto CSV

6.1.2 Reports Tab

In the Reports tab, the MyQ Roger administrator (or a user with the Administration/
Jobs/Reports permissions) can export jobs' reports.

Jobs Reports Scheduled Reports

Quick filters:

Creation time: 03/23/2025 - 09/23/2025

Time interval: Month v
Group by: Users v

¢ Choose one of the available Quick Filters: Current week, Last week, Current
year, Last year.

¢ Manually set the Creation time range.

e Select the Group by time interval: Day, Week, Month, Year.
(This option is automatically set if you use a quick Filter).

¢ Select how to group your report in the export in Group by: Users, Printers,
Cost Centers, User groups, User groups, User groups and Cost Center,
Printer Groups, Printer Groups and Cost Center (only available with a specific
license).

¢ Use the Export button to export your report to: Excel or CSV.
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6.1.3 Scheduled Reports Tab

You can use the Scheduled Reports tab in Roger to create recurring automatically run

reports. Scheduled reports are delivered to the email addresses of specified users.

Download format: @® XLSX csv PDF

Report name Time interval Delivery date Receivers Remove

User Groups and Cost Center and User Weekly  XLSX Weekly 1/18/2026 admin@example.com @

Job overview  PDF Monthly 2/1/2026 admin@example.com @

2/

Create a Schedule Report

To create a scheduled report:

1.
2.

Specify the Download Format (XLSX, CSV or PDF).
Set the Time interval, this is how frequently the report will be generated (and the time

period it is based upon) and sent.

. (XSLX and CSV only) Select how to group your report in the export in Group by: Users,

Printers, Cost Centers, User groups, User groups, User groups and Cost Center,
Printer Groups, Printer Groups and Cost Center (only available with a specific

license).

. (PDF only) Select the report type from the available options:

o General overview
o Job overview

o Top 10 users

o Top 10 printers

. Enter the email address or addresses of one or more users who will receive the

scheduled report.

. Click Create to create and schedule the report, or Send now to generate and send the

first version of the report immediately.
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Delete a Scheduled Report

To delete a scheduled report, simply locate it in the table on the Scheduled reports
tab, and press the delete icon in the Remove column. Scheduled reports cannot be
edited, to change a report, delete and recreate it with the desired settings.

A maximum of 10 scheduled reports can exist at the same time.

6.1.4 PDF Reports In Detail

This section explains the data in your PDF reports, helping you monitor printing
activity and identify trends across your organization.

General Overview

The General Overview provides a high-level snapshot of your print environment.

58



MyQ Roger Server Administration

GENERAL OVERVIEW myoQ roger

Report Period: December 2025
Report Generated: 29 January 2026

Total Prints Total Scans Total Users Total Printers
(o)
(Y 1,743 = 358 R 200 = 66
(vs. last month -11 %) (vs. last month +57 %) (vs. last month +2) (vs. last month +1)
Job Type Color vs Mono Prints Active Users Paper Size
Il Print [ Scan [l Copy Il Color Mono Il Active Not Active A3 [l A4 [l Other

6%

64%

100% 99%

Job Summary

m Print m Scans m Copy

é.’ 300
& 200 . ]
100 - l [ |
Al-mm _HEN_ HEs_E=s EE. _ _
N g # Pt P P gl @ @ D AN AT A2 b a8 A Al AR 9 PN PN P P b .n‘f: 90 »:’_" R P D A\
O o oF OF o P oF o ofF oFF oF o oF OFF oF oFf oOFF OF oF oFf oFF oF oF o oFf o o o ofFf oo
Day

Top 5 Users

# User Total Prints Mono Color Scans Cost

1 564 198 481 2 K¢E1,697.40
2 321 66 340 1 K¢1,124.10
3 | 144 139 85 13 KC408.40
4 = 119 166 18 118 K¢231.90
5 115 13 185 167 K£579.50
Top 5 Printers

# Printers Total Prints Print Copy Scans Cost

1 Printer 058 1710 1587 123 357 K(5,293.40

2 Printer 043 25 25 0 0 K¢71.50

3 Printer 068 4 4 0 0 KC16.40

4 Printer 056 2 2 0 0 KE8.20

5 Printer 025 2 1 1 1 KC6.20
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Metric What It Shows

Total Prints Total print sheets for the period, with percentage change from the
previous period

Total Scans Total scan sheets for the period, with percentage change from the
previous period

Total Users Non-deleted users created before the period end, with net change
(created vs. deleted)

Total Non-deleted printers created before the period end, with net change
Printers (created vs. deleted)

Job Type Breakdown of unique jobs by job type (for example, print, copy, scan).

Colorvs Comparison of color vs. monochrome sheets (prints and copies only)
Mono

Printedvs  Ratio of jobs that were printed vs. jobs that were deleted before
Deleted printing (unprinted deleted jobs).

Active Breakdown of users based on their active/inactive status.

Users

Jobs Daily breakdown of sheets processed for print, copy, and scan jobs
Summary

Note: User and printer counts include all non-deleted records, regardless of active/
inactive status.

Top 10 Users

Shows your highest-volume users ranked by total output.
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Report Period: December 2025

Report Generated: 29 January 2026

Pages

Job Type

W Print Scan ] Copy

6%

79%

Top 10 Users

#

O N O AW N =

=
o

Users

Color vs Mono Prints

W Color Mono

64%

MyQ Roger Server Administration

myQ roger

Simplex vs Duplex

Duplex [l Simplex

Top 10 Users

m Color pages m Scans m Mono Pages

Total Prints
564
321
144
119
115
96
87
64
31
29

Users

Mono Pages
198
66
139
166
13
45
13
45
20
15

Color pages
481
340
85
18
185
81
85
38
13
17

Paper Size

A3 [l A4 [l Other

Scans

13
118
167

17

23

99%

Cost
KE1,697.40
K¢1,124.10
KE408.40
K¢231.90
K£579.50
KC297.60
K¢276.70
KC165.40
KE62.10
KE68.90
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Column

User

Total
Pages

Mono
Pages

Color
Pages

Scans

Cost
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Description

Displayed as "Surname Firstname". Anonymized users show

[Anonymized] . Deleted users show Surname Firstname [Deleted].

Mono + Color pages combined

Black & white sheets from prints and copies

Color sheets from prints and copies

Total scan sheets

Total cost of all jobs. Shows a dash if jobs span multiple currencies.

Note: PrintSharing users are excluded from this report.

Top 10 Printers

Shows your most-used printers ranked by total output.
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TOP 10 PRINTERS

Report Period: December 2025
Report Generated: 29 January 2026

Simplex vs Duplex

Duplex [l Simplex

Job Type Color vs Mono Prints
W Print Scan ] Copy W Color Mono
(33
64%
79%
Top 10 printers
m Print m Scans m Copy
2500
2,000 I
2 1,500
E’ 1,000
S00
0
Printer 058 Printer 043 Printer 068
Printers
Top 10 printers
# Printers Total Prints Print Copy
1 Printer 058 1710 1587 123
2 Printer 043 25 25 0
3 Printer 068 4 4 0
4 Printer 056 2 2 0
5 Printer 025 2 1 1
Column Description
Printer The printer's display name

MyQ Roger Server Administration

myoQ roger

Paper Size

A3 [l A4 [l Other

99%

Printer 056 Printer 025
Scans Cost

357 KE5,293.40

0 KE71.50

0 KE16.40

0 K&8.20

1 KE6.20
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Column Description

Total Pages Print + Copy sheets combined

Print Total print sheets
Copy Total copy sheets
Scans Total scan sheets
Cost Total cost of all jobs. Shows a dash if jobs span multiple currencies.

Job Overview

Provides insights into job characteristics and paper usage patterns.
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Report Period: December 2025

Report Generated: 29 January 2026

Total Prints

(Y 1,743

(vs. last month -11 %)

Job Type

W Print Scan |l Copy

Total Scans

= 358

(vs. last month +57 %)

Color vs Mono Prints

W Color Mono

MyQ Roger Server Administration

MmMyoQ roger

Total Users

£ 200

(vs. last month +2)

Simplex vs Duplex

Duplex [l Simplex

Total Printers
()
= 66

(vs. last month +1)

Paper Size

A3 |l A4 |l Other

(3

99%

Job Summary

m Print m Scan m Copy
500
450
400
350
300

250

200 I |
150 -
100 -
I -
I 0 I ll I I [ | - =
s ® N ® \

| I i I I

0 n I [ | =

S ¢ P ® O O N AL B A b A6 Kl B O PN P P b P a6 g
o % g% ¥ ot e T et T e e o et T g o o o o o o o oo T ot o o e g

Pages

P> P PGl N

Day
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Metric Description

Average Job Size  Average file size across print, scan, and copy jobs (human-
readable format)

Average Job Size = Average page count perjob
(pages)

Simplex vs Duplex Percentage breakdown of single-sided vs. double-sided jobs

Paper Size Percentage breakdown of paper sizes used (A4, Letter, etc.)

6.1.5 Accounting

Different printers produce different data, but not all printers provide all the required
data. Some of them provide sheets, some of them impressions (clicks) for each sheet,
some of them total impressions (clicks) per job.
e MyQ Roger treats a Sheet as the physical medium.
In case of the Print/Copy/Fax operation, a Sheet is, basically, the printed page.
¢ An Impression (click) is how the released print job is counted.
o A normal print (usually A4) is one impression (click).
o An A3 print is 2x impressions (clicks).
o A Mono print is one impression (click).
o A Color print is 2x impressions (clicks), etc.
For example:
A reported job can have 3x sheets A3, 3x clicks A4 mono, 2x clicks A4 color (so there
is one click empty / or 7 clicks empty duplex). (3x sheets A3 - 6x clicks, or 12 clicks
duplex).

Price Calculation
The formula for price calculation is:

$JobPrice = $SheetPrice + MonoCount() * SMonoPrice + ColorCount() *
$ColorPrice
$SheetPrice = SUM per Format $SheetFormatCount*$SheetFormatPrice

For example:

e A3 sheet price: 0.5$
e A4 mono click price: 0.1$
¢ A4 color click price: 0.2$

The reported values are: 3x A3 Sheet, 4 mono clicks, 2 color clicks.
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The final job price is: 3x 0.5$(sheet) + 4x 0.1$ (mono click) + 2x 0.2$ (color click) =
2.3%

6.2 Ready to Print

In the Ready to Print page, in Supervision > Ready to Print, each user has an
overview of their ready jobs.

Cloud-ready jobs are only shown if the relevant cloud provider is connected.

Ready ToPrint  Manage your job

oooooooo

nnnnnnnn

¢ Click the job to View or Delete it from the Ready to Print queue.
¢ Click Show advanced Filters to apply filters and control what jobs appear in
the overview.

|z B]] Beportosca

e Click Table Settings to control what columns appear in the overview. To
reorder columns, click and drag using the handle on the right.
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Table settings X

Display name

Size
Expire at
Location
Path

¢ Click Save to save your changes.

e Users can also use the Export to Excel button in the upper-right corner to
export the overview to Excel.

6.3 Printers

On the Printers page, in Supervision > Printers, the MyQ Roger administrator:

* has a full overview of all the printers connected to their tenant,
e can export the printers' list to Excel,
¢ add new single-function printers.

Printers Manage your printer ® 2 mre2-2\Bessie | &

+ Add New Printer v

EE)=]

+ Show advanced fiters

() Name Brand  Device Model Login methods  C M v K Active  Terminalversion  Terminal  Monochromatic  Copies Color CopiesMono  Prints Color | PrintsMono | Scans
(7)) printeroot  kyocera ECOSYS MA3500cix s OB 8% 56% 54% 8% 2 24191 [©) ® 151 239 191 929 521
() printeroo2 WP HP Color LaserJet MFP ES7740 s O B 99% 9% 99% 98 % e} 2025.00.17 (99) @ ® 194 257 2680 2898 951
(7) printeroo7 Ricoh  RICOH IMC3010 2P E 9% 0% 0% 80% 2432(105) ® 13 1370 2313 5067 0
Total:3 1 0 v

To view details about a specific printer, click a row in the table. The Printers Detail
panel opens. From here, you can view and edit some attributes of the printer,

Printer 001 Va X

000

General
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Printer type:

Status:

Login methods:

Printer group:

Printer configuration:

Brand:

Device Model:

Serial Number:

Dealer catalog number:

Address:

Terminal version:

Color mode:

Last seen:

Created:

Modified:

Total Counters:

Copies Color:

Prints Color:

Copies Mono:

Prints Mono:

Scans:

MyQ Roger Server Administration

Printer with terminal

Activated

6k & 26 B

PrintSharing Group

Printer Configuration for
PrintSharing

Kyocera

N . Bl = = ]

w3

Color

5 months ago

7/29/2025, 412 PM

7/31/2025, 11:23 AM

na

1067

226

706

437
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Under Show advanced Filters there are many filters available that can be used to
modify what printers are displayed in the overview.

Al

Al v Terminal and Single-function

e On the upper-right side, you can use the Column selection button to rearrange
the columns shown in the overview.

¢ You can drag-and-drop columns from one side to the other or select a column
using the arrows in the middle and then click Save. All the columns in the
Shown columns side will be displayed in the printers overview.
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Table settings

UYLV UUUNUUEUDDU ©
<

Name

Brand

Active

Device Model
Serial Number
IP address
Host names
Login methods
C

M

K

Terminal version
Terminal
Monochromatic
Dealer catalog number
Copies Color

Copies Mono

Prints Color

Prints Mono

Scans

MyQ Roger Server Administration
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6.3.1 Adding Printers

New printers (with embedded terminals) should be added via the pairing method,
described in MyQ Roger and MFDs (see page 36).

¢ You can also click the Create printer with terminal button, enter the device
code displayed on the printer’s screen, and click Create.

Create printer with terminal X

@ Use the MyQ Roger mobile app to create a printer. Simply scan the QR code that appears on the printer's screen Help

Printer type: Printer with terminal

Enter the device code displayed on the printer's screen:

X Cancel ‘

« Single-function printers can be added via the Create new single-function
printer button, described in Single-Function Printers.

6.3.2 Managing Printers

The MyQ Roger administrator can manage printers via the three-dot menu after
clicking on a printer. The available actions are Edit, Request Log Download,
Deactivate, and Delete.

2 Edit
B Request Log Download
ts Deactivate

i Delete

¢ View - Click to view the printer’s details, such as general information, toner
status, printer state, and printing counters.
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Printer: Printer 001 X
General Toner Status
Printer type: Printer with terminal C: 81%
Status: .
M 56 %
Printer configuration: Default printer configuration
Dealer catalog number: Y 54 %
Created: K: 89%

Modified:

Total Counters

Printer

Address: Copies Color: 151
Brand: Kyocera Copies Mono: 239
Device Model: ECOSYS MA3500cix Prints Color: nal
Color mode: ) Prints Mono: 929
Serial Number: Scans: 521
Terminal version: 24191

Last seen:

Close

Edit - Edit the printer’s details, such as display name, brand info, IP address, etc.
Activate/Deactivate - Depending on the printer’s status you can either activate
or deactivate it.

Delete - Delete the printer.

Request Log Download - Generates the log download for the selected printer.
Download Log - Downloads the last generated download log.

6.3.3 Exporting Printers

e Users can also use the Export to Excel button in the upper-right corner to
export the printers' list.

6.3.4 Single-Function Printers

Single-function printers (SFPs) are printers where an embedded terminal cannot be
installed. They can, however, be used with MyQ Roger with NFC tags.

Single-function printers only support printing jobs sent from the Roger
Desktop Clients, which can then be released using the mobile app. Jobs sent
from Cloud storages or directly from a phone cannot be printed on single-

function printers.
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Prerequisites

e The required MyQ Roger Single-Function Printers licenses need to be
purchased and applied to the tenant.
e The MyQ Roger Client and the printer must be on the same network to release

jobs.
e The user doing the NFC tag pairing must have the External Login Provider and
Pair Provider with Printer permissions (Found in User-Permissions-Pages-

Administration-Printers).
¢ NFC tags must be paired with the printer in order to release jobs.

O rornFC tags recommendations, see Supported NFC Tag Specifications (see

page 79).

Setup
To set up a single-function printer:

1. Go to Supervision > Printers.
2. In the top-right corner, click Create Single-function printer.

3. In the pop-up window, fill in the required information and click Save.

Create single-function printer X

@ Single-function printer is a printer without a terminal. Printer with terminal is added using the pairing method .

Printer type: Single-function printer

Display name

Address *

Brand * Serial Number *

Select a Brand v

Dealer catalog number

X Cancel
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4. Open the MyQ Roger Mobile application.

5. Once logged in to the app, tap the Login button at the bottom-center of the screen.
6. Select CONNECT VIA NFC.

7.Tap PAIR A REWRITABLE TAG.

Connect via NFC

Tap the Connect via NFC. The NFC dialog opens.
Bring your phone close to the NFC tag which you
can find on the printer and wait for login.

CONNECT VIA NFC

PAIR A REWRITABLE TAG

PAIR A READ-ONLY TAG

8. Bring the phone close to the NFC tag on the printer, tap WRITE TO NFC TAG, and scan

the NFC tag.
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NFC tag pairing

78959590

v

N

NFC tag pairing

Writing unique ID to the NFC tag

Bring your phone close to the tag, so the ID could be
written in.

Pair tag with the printer

After successful writing of ID, you will be able to scan
the printer's QR code or select a printer from the list.
The NFC tag will be automatically and irrevocably
locked.

WRITE TO NFC TAG

CANCEL PAIRING

9. Tap Select printer.

10. Select the single-function printer that you created in the MyQ Roger server web app

(steps 1-3).
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12:25

Select printer
NFC tag:78959590

Not paired with a tag

Lightweight printer
Kyocera, 123456

11. Tap PAIR TAG.
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Pair tag no. 78959590 with this printer?

Lightweight printer
Kyocera, 123456

PAIR TAG

CANCEL

12. Tap DONE.
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NFC tag

78959590

Printer successfully paired

Lightweight printer
Kyocera, 123456

The single-function printer is now created and paired to the NFC tag. Users can log in
with the MyQ Roger mobile app via the NFC tag and release jobs on the single-
function printer.

Supported NFC Tag Specifications

The following NFC tags are recommended and supported for use with MyQ Roger.
These tags are required to pair Single-Function Printers (SFPs) and can be used as
an alternative login method to an embedded terminal via the MyQ Roger mobile

app.

Tag Type Size (mm) NFC Forum Type Usable User Memory (Bytes)

MIFARE Ultralight 25 Type 2 48
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Tag Type Size (mm) NFC Forum Type Usable User Memory (Bytes)
MIFARE Ultralight 35 Type 2 48

NTAG213 25 Type 2 144

NTAG213 38 Type 2 144

NTAG213 50 Type 2 144

NTAG213 12x20 Type 2 144

NTAG213 35x35 Type 2 144

MIFARE Ultralight

The common Ultralight chip offers 48 bytes of usable memory. While some variants
(like Ultralight C) provide 144 bytes, this chip is still suitable for simple device pairing
data.

Specification Value
Memory (User Programmable) 48 bytes
Standard / NFC Forum ISO/IEC 14443 Type A, NFC Forum Type 2 Tag
Operating Frequency 13.56 MHz
Data Transmission Rate 106 kbit/s
Unique Identifier (UID) 7-byte (Factory programmed)

NTAG213

These chips consistently offer 144 bytes of usable memory. This is the
recommended standard for all device pairing and authentication data within MyQ

Roger.
Specification Value
Memory (User Programmable) 144 bytes
Standard / NFC Forum ISO/IEC 14443 Type A, NFC Forum Type 2 Tag
Operating Frequency 13.56 MHz
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Specification Value
Data Transmission Rate 106 kbit/s
Unique Identifier (UID) 7-byte (Factory programmed)
Signal Strength Requirement Minimum 8-9 (ensures secure and reliable
operation)
Common Supported Sizes 25 mm, 35 mm, 38 mm, 40 mm, 50 mm diameter

6.3.5 Local Print Monitoring (LPM)

The Local Print Monitoring feature is available as part of the MyQ Roger PRN
license.

Local Print Monitoring (LPM) extends MyQ Roger to any printer on Windows or
macOS, regardless of brand or model. With LPM, the MyQ Roger Client (MRC)
monitors ports and intercepts jobs before they are sent to the printer and captures
job metadata directly from the workstation. This enables organizations to monitor
the entire fleet, including desktop (LPT, USB, TCP/IP and IPP) printers including
devices in remote offices, even if they do not support embedded terminals.

LPM is especially useful for hybrid or home office scenarios where employees print
from personal or non-managed devices.

LPM Printers can be viewed in Printers. Because each time a different user prints to
the same LPM printer, a new printer is added with the Name
PrinterName@Hostname , LPM printers are only visible when applying the relevant
filcer. Use Show advanced filters and in Printer type select LPM (Local printing
monitoring).

A Hide advanced filters

Display name 8rand Serial Number Terminal v ersion

Dealer catalog number Is Active Printer type

All v LPM (Local printing monitoring) v

Toner levels and counters are not updated for LPM printers as Roger is not
communicating with the printer hardware, jobs are simply intercepted on the
monitored ports. The information about these jobs can be viewed normally in
reports.
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6.4 Printer Groups

E Printer Groups require the paid MyQ Roger Cloud Print Management license.

In Supervision > Printer Groups, the MyQ Roger administrator (or a user with the
Administration/Printer Groups, Administration/Price Lists, and Administration/Device
configurations permissions) can create and manage printer groups.

L]
(=3

Printer Groups Manage you printer groups \Bessio | &

Printer Groups -+ Add printer group

Q_ search (min.

Printers  Printer configuration

No Printer Groups Found. Get started by creating your first printer group. Click ‘Add printer group’to begin A NoPrinter Groups Avallable. lease create a printer group first tostart adding printers and organizing your
workflow

1. Click Add printer group to create a new printer group.

2. In the pop-up window, add a Name for the new printer group.

3. You can attach a price list to the new printer group. Select one from the Price Lists
drop-down and click Save.
The price list assigned to the printer group will replace the default price list (in case
there was a default price list set before creating the printer group). Then, the default
price list will only apply to printers that are not assigned to any printer groups. For

more information, check Price Lists (see page 145).

Add new printer group: New Printer Group X

Name *

New Printer Group

Price Lists Printer configuration

Select a Price List v Default printer configuration v

X Cancel ‘ [ Save

You can also attach a Printer Configuration to your new printer group.

1. Select one from the Printer configuration drop-down and click Save.
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The New Printer Group appears on the Printer Groups list on the left side.

2. To edit the printer group, hover over it and click on the three dots next to it. Choose
Edit to modify its name, price list, and the printer configuration attached to it.
Choose Delete to delete the printer group.

3. Select the new printer group and, on the Printers tab on the right side, click Add
printer to add printers to it. In the pop-up window, select the printers you want to add,
and click Save.

Printer Groups  Manage you printer grou -

Printer Groups

New Printer Group

4. To remove printers from a printer group, click on the X (delete) button next to the
printer.
5. Select the new printer group and, on the Printer configuration tab on the right side,

you can view the settings of the printer configuration attached to the printer group.

To modify the printer configuration settings,

6. Go to Administration > Printer ConFigurations. For more information, check Printer

Configurations (see page 151).

Printer Groups Manage you printer

Printer Groups ‘ Add printer group New Printer Group Add printer ‘

6.5 Desktop Clients

In Supervision > Desktop Clients, the MyQ Roger administrator (or a user with the
Administration/Desktop Clients/View Desktop Clients permissions) can monitor all
the MyQ Roger Clients connected to their tenant.
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Q = im) £ Actions v

v Show advanced filters

[ ] Active Name User Host name Version Platform  IP address Last Status
Desktop Client 002  admin 2.3Patch3 @ Windows

Desktop Client 004  admin 24 Windows

Total: 2 1 10 v

The information available is the desktop client’s ID, its display name, the last logged-
in user, version, IP address, the hostname of the computer(s) connected to it, and the
active status of the desktop client.

Clients whose version is behind the configured default are marked with a blue dot.

6.5.1 Connecting a Desktop Client
If a Desktop Client installer was pre-configured on the Roger tenant, connection to

the tenant is automatic. The user can simply log in any available login method.

If the Desktop Client installer was not pre-configured (for example, if it was
downloaded directly from the MyQ Community), the client needs to be connected to
the tenant.

Manually Connect MRC to the Roger Tenant

1. Open MRC on the client computer and click Sign in with QR code.

2. If you have the MyQ Roger mobile app, you can use it to connect your MRC to your
tenant. Simply scan the QR code with the mobile app. Your Desktop Client connects to
the Roger tenant automatically.

3. If you do not have the MyQ Roger mobile app, click use this link. The Roger web login
page opens. Here you can enter the tenant and region that you want to connect to, and
then log in with your account.

4. Alternatively, you can enter the code provided in the format XXXX-XXXX in the web
app, on the page Desktop Clients, select +Create Desktop Client and enter this code.

The tenant will be connected to the Desktop Client.
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On the Desktop Clients page, you can configure customized MRC installers and assign

one as the default. For details on available configuration options, see Configure

Desktop Client Installers (see page 90).

The default installer can be downloaded from a welcome email or from the user’s

settings page.

Download MRC from Desktop Clients Page

1. In Supervision > Desktop Clients click on Download and select from MyQ Roger

Client for Windows and MyQ Roger Client For MacOS.

2. A dialog opens where you can download previously configured installers, or configure a

new installer.

3. Use the Download button to download a particular Desktop Client installer.

Version Detail
23 REGIONID=ga, TENANCYNAME=docs,
23 REGIONID=qa, TENANCYNAME=docs,

2.3Patch3 REGIONID=QA TENANCYNAME=docs,

Download MRC from My Settings Page

Created Default Remove Download
7/29/2025, 3:37:02 PM O | oy
7/30/2025, 7:08:53 AM O ] s
9/18/2025, 12:41:55 PM o

From Administration > My Settings > Desktop Clients users can download the

default version of Desktop Client for Windows or macOS.

Settings Show and change application settings

Cloud Services

PIN and Cards

Desktop Clients

BB MyQ Roger Client for Windows ‘

‘ .’ MyQ Roger Client for macOS ‘
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Download MRC from a Welcome Email

If in Settings > User Management > Other Settings an administrator has enabled
the option to Include desktop client download links in welcome email, then new
users will receive links to download the default Windows or macOS version in their
welcome email.

Settings Show and change application settings.

General Appearance User management Security Login Cloud Storages

Form-Based Registration

Allow users to register to the system.

New registered users are active by default.

Cookie consent

Cookie consent enabled
Session Timeout Control
Session Time Out Control Enabled

Other Settings

Email confirmation required for login.

l Include desktop client download links in welcome ornc:il]

Anonymization period

30

Profile

Allow users to use Gravatar profile picture

6.5.3 Download Logs
You can download the logs of a Desktop Client.

1. Click on a Desktop Client to open its details.
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Desktop Client 007

General

Active:

Name:

User:

Host name:

Version:

Platform:

IP address:

Status History

2. Use the three-dot menu and select Download Log.

©

Desktop Client 007

admin

24

Windows

B RequestLog Download

& Download Log

6.5.4 Remote Management

MyQ Roger Server Administration

Remote management allows you to manage MyQ Roger Client (MRC) installations

and configurations directly from the MyQ Roger web Ul. You can update, uninstall, or

delete clients without requiring physical access to user workstations. Operations can

be performed on individual clients or across multiple clients at once.

Requirements

¢ MyQ Roger Server 2.19+
e MyQ Roger Client 2.4+
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From the Desktop Clients page, you can perform the following actions on registered

clients:

¢ Update

Install the default version of MRC to the client, replacing the current version.
You set the default installer in Configure Desktop Client Installers (see page 90).

¢ Uninstall

Remove MRC from the client workstation.

e Delete

Remove the client registration from the server. This leaves MRC installed on
the client workstation.

The Update and Uninstall actions are not supported for client versions older

than 2.4.

v Show advanced filters

‘ 5] H [im) ‘ % Actions v

-l

Update

Active Name User

Desktop Client 002  admin

Desktop Client 004  admin

Total: 2

Host name

Upgrading Clients Remotely

¥ Uninstall

Version Platform  IP address

U Delete
2.3Patch3 @ Windows

2.4 Windows

The Update action pushes your configured default installer to your client
workstations. For details about configuring and setting a default installer, see

Configure Desktop Client Installers (see page 90).

Initiate a Remote Update

1. Go to Supervision > Desktop Clients.

2. Select one or more clients from the list.

3. Click Actions and select Update.

When the update is complete, the client opens into the same user session as before

the update, if the user was logged in.
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Monitoring Update Status

After initiating an update, you can monitor progress on the Desktop Clients page.
Each client reports one of the following states:

Started

Update scheduled; client is waiting for the configured delay before starting.
Running

Client is downloading and installing the update package.

Completed

Update finished successfully.

Failed

Update failed; check error details for troubleshooting.

Troubleshooting Failed Updates

If an update fails, the client reports error details to the server. You can view these
details on the Desktop Clients page. For additional troubleshooting, update log files
are stored on the client workstation at:

C:\ProgramData\MyQ\MyQ Roger Client\MrcUpdates

Uninstalling Clients

To remotely uninstall MRC from one or more workstations:
1. Go to Supervision > Desktop Clients.
2. Select one or more clients from the list.

3. Click Actions and select Uninstall.

The client software is removed from the selected workstations.

Deleting Client Registrations

Deleting client registrations to clean up your clients list — for example, to remove
entries for employees who no longer work at your organization.

To delete client registrations:

1. Go to Supervision > Desktop Clients.
2. Select one or more clients from the list.

3. Click Actions and select Delete.

This removes client registrations from Desktop Client table on the server. The MRC
application remains installed on the workstations, and the user stays logged in and
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connected to the tenant. Once the user reauthenticates or restarts the computer,
the client is automatically re-added to the Desktop Clients table.

Roger removes inactive clients from the Desktop Clients table after 30 days. If a client
reconnects to the server, it is re-added to the Desktop Client table automatically.

6.5.5 Configure Desktop Client Installers

When you download a Desktop Client from the Desktop Clients page, you can create
customized installer configurations. This allows you to pre-configure settings so that
users don't need to enter them manually during installation.

For each platform, you can create up to 10 customized installers.

Create a Configured Installer

1. Go to Supervision > Desktop Clients.
2. Click Download and select MyQ Roger Client for Windows or MyQ Roger Client for
macOS.

In the dialog that opens, select the version from the dropdown.

3.
4. Click Hide/Show next to Configuration to expand the configuration options.
5. Configure the settings as needed (see below).

6.

Click Create.

The configured installer appears in the list at the bottom of the dialog.

MyQ Roger Client for Windows X

Select version

2.4Patch1 v

Configuration Hide

| User Authentication & Display
TENANT NAME (Displcxy chmo) USER SINGLE SIGN ON

e.g., My Company Name v
| Printer & Spooling Settings

PRINTER SPOOLER PRINTER NAME

v e.g., MyQ-Roger-MRC
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FAILOVER ENABLED

| Driver & Default Print Modes

DEFAULT DRIVER

DEFAULT DUPLEX MODE

| Local Print Monitoring (LPM)

LPM ENABLED

REGIONID=EU,TENANCYNAME=docs

Version Detail
2.3 REGIONID=qa,TENANCYNAME=docs,...
2.3 REGIONID=qa, TENANCYNAME=docs,...

2.3Patch3 REGIONID=QA TENANCYNAME=docs,...

3/10

COLOR PRINT OPTIONS

Created

7/29/2025, 3:37.02 PM

7/30/2025, 7:08:53 AM

9/18/2025,12:41:55 PM

MyQ Roger Server Administration

Default Remove Download

O W do
O il o
s

‘ Cancel ’

Configuration Options

Tenant & Region

These values ensure that the configured installer connects to the correct tenant. The
values are required, and are generated automatically by the configuration builder

based on your tenant.

e TENANCYNAME
e REGIONID
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If you create or edit a configuration manually, you must include these values.
Otherwise, the configured installer will fail to connect to your tenant.

User Authentication & Display

¢ Tenant Name (Display Name)
The display name shown to users in the client. (Windows only)
e User Single Sign On
Enable SSO authentication with Microsoft Entra ID. (Windows only)

Printer & Spooling Settings

 Printer Spooler
Select the spooling mode: Client Spooling, Cloud Spooling, or both.

¢ Printer Name
The name of the printer created during installation. Default is MyQ-Roger-MRC
(Windows) or MRC-Printer (macQS).

* Failover Enabled
Enable fallback printing when the server is unavailable. Default is TRUE
(Windows) or 1 (macOS).

Driver & Default Print Modes

e Default Driver
Select a bundled universal driver (Kyocera, HP, or RICOH) or specify a custom
driver name.
The custom driver must already be installed on the target computer. Enter the
exact name (case-sensitive) of the custom driver.
¢ Color Print Options
Set the color configuration mode of the printer:
o 1-0Only color
o 2-0Only B&W
o 3-Both
e Default Duplex Mode
Set the default duplex setting. (Windows only)
o One-Sided
o Two-Sided Long Edge
o Two-Sided Short Edge

Local Print Monitoring (LPM)

e LPM Enabled
Enable monitoring of print jobs sent to local printers, bypassing the Roger
server. Default is FALSE (Windows) or 0 (macQS).
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e LPM Ports
A list of printer port (Windows) or printer names (macOS) to be monitored
when LPM is enabled. Use a comma- or semicolon-separated list of values (case
sensitive).

Configuration String

As you configure options, the configuration string at the bottom of the dialog
updates automatically. This string shows the parameters that will be applied to the
installer.

Example:

TENANCYNAME=[TENANT-NAME] ,REGIONID=US,PRINTERNAME="MyQ-Roger-

MRC" ,DEFAULTDRIVER=1,PRINTERSPOOLER=1

Manage Configured Installers

The list at the bottom of the dialog shows all configured installers you have created,
including their version, configuration string, and creation date. You can set a default
installer, download and remove a configured installer.

To copy and customize an installer configuration, hover over the Detail value and
click copy. Then paste the text into the configuration field, and customize it as
required and click Create.

Set a Default Installer
You can set one default installer each for Windows and macOS.

Select the Default checkbox next to an installer to make it the default. The default

installer is:

¢ Sent to users in welcome emails (if enabled)
¢ Available for download from the My Settings page
* Used for remote client updates
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Version Detail Created Default Remove Download
23 REGIONID=ga,TENANCYNAME=docs,... 7/29/2025, 3:37:02 PM D ]j[ &,
23 REGIONID=qa, TENANCYNAME=docs,... 7/30/2025, 7:08:53 AM O ] o
2.3Patch3  REGIONID=QA TENANCYNAME=docs, 9/18/2025, 12:41:55 PM J Ty oy
24 REGIONID=QA, TENANCYNAME=docs,... 1/15/2026, 12:26:41 PM &
2.4 Patch 1 REGIONID=QA, TENANCYNAME=docs,... 1/15/2026, 12:28:43 PM D m li,
5/10

‘ Cancel ‘

6.6 Notifications

In the Notifications page, in Supervision > Notifications, the MyQ Roger
administrator can view and manage alert notifications. The list contains a description
of the notification along with the date and severity information.

e Clicking on a notification takes you to the related settings page (if applicable).

Notifications  Manage alert notifications —

'\ Bessie ‘.%

S |[ 1 ctions || resatitor

Al v

") severity Notification Creation time

Total: 24 1of5 12 3 4 5 > » 5 v

To reach the Notifications page,

¢ Click on the bell in the upper-right corner and then click See all notifications.
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Set all as read H See all notifications

To set up the date range for the listed notifications,

e Click on the date field and select the start and end date from the calendar.
e Click the refresh button to the right and the notifications from the selected
dates will be displayed.
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Notifications Manage alert notifications.

‘,—\l ( September 2025 October 2025 )
Sewvi

— 36 1 2 3 4 5 6 40 1 2 3 4
‘_| 37 7 8 g9 10 m 12 13 4 5 6 7 8 9 10 1
:\ 38 4 15 16 17 18 19 20 42 12 13 14 15 16 17 18
‘—' 39 21 22 23 24 25 26 27 43 19 20 21 22 23 24 25
‘_| 40 28 29 30 44 26 27 28 20 30 3l

: 41 45

To list either all the notifications or only the unread ones.
Once the selected notifications are listed:

e Click the Set all as read button in the upper-right corner to mark them as read.
¢ Click the Delete Listed Notifications button to delete the listed notifications.

¢ In a notification, under Actions, click the Set as read button to mark it as read
or Delete it.

Al Sot as read v

(] severity Notification

info og download completed on Printer Printer 00

6.6.1 Notification Settings
To manage your notification settings,

e Click on the Notification settings button or click on the bell in the upper-right
corner and then click the cog (settings) button.
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Notifications m

( Set all as read ][ See all notifications

« In the pop-up window, to Receive Notifications (enabled by default),
To have a new user receive a notification,
o Mark the On a new user registered to the application checkbox
(disabled by default).

Notification settings X

Receive Notifications

0 (This option can be used to completely enable/disable receiving notifications.)

Notification Types

On a new user registered to the application.

X Cancel ’ [ @ Save

o Click Save to apply your changes.
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7 Workflow Templates

Workflow Templates require the paid MyQ Roger Cloud Print Management subscription
edition.

Workflow templates with preconfigured parameters are now available in MyQ Roger.
They can simplify and speed up users' Scan Profiles and Copy actions.

This feature allows administrators to create and manage customized sets of
workflows and assign them to users and user groups.

Once created and assigned to a user or a user group, a workflow template is available
for use in the MyQ Roger Mobile app and MyQ Roger printers.

Workflow Templates  Design document workflow templates for your organization. = N0

Default Workflow Template /£ -

:
Scan to Google Drive 262 All users in Roger %5 Add group
Scan to OneDrive 2 Adduser
Easy copy

Scan to @email

Scan to @me

7.1 Default Workflow Template

When creating a new tenant or activating the workflow templates feature in your
existing tenant, a predefined Default Workflow Template is generated and assigned
to all users and user groups.
¢ The Default Workflow Template cannot be deleted, but it can be renamed via
the edit button in the upper-left corner.
¢ You can also click the Restore defaults button to restore the Default
Workflow Template to its default state.
All existing and any subsequently added users or user groups, either manually or via
user synchronization, are automatically assigned to the Default Workflow Template.
¢ You can delete users or user groups from the Default Workflow Template by

hovering over the user or user group on the template and clicking the trashcan
(delete) button.
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Q Add Members v J

202 All users in Roger

0.C
2

[o)
Jo

Guests ’ O ‘

D

Total: 2 10of1 1

Workflows that are part of the Default Workflow Template can be added, removed,

and modified according to your needs.

The following workflows are part of the Default Workflow Template:

Scan to Box - Scan to Box. This workflow is only available in the MyQ Roger
Mobile app. (Box has to be connected to your tenant and the user must be
already connected to their Box)

Scan to iCloud - Scan to iCloud. This workflow is only available in the MyQ
Roger Mobile app. (only available to Apple users)

Scan to Dropbox - Scan to Dropbox. This workflow is only available in the MyQ
Roger Mobile app. (Dropbox has to be connected to your tenant and the user
must be already connected to their Dropbox)

Scan to Google Drive - Scan to Google Drive. (Google Drive has to be connected
to your tenant and the user must be already connected to their Google Drive)
Scan to OneDrive - Scan to OneDrive. (OneDrive has to be connected to your
tenant and the user must be already connected to their OneDrive)

Scan to my phone - Save the scanned document to the user’s phone.

Easy copy - After the user taps this action, the page is immediately copied.
Scan to @email - Scan to an email address.

Scan to @me - Scan to the user's email address.

7.2 Creating a Workflow Template

On the left-side menu options, go to Workflows>Templates.
On the upper-right side, click Create template.
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¢ In the pop-up window, add a Display name for your new workflow template
and click Save.

Workflow template X

Display name *

‘ X Cancel ‘

¢ Your new workflow template is created, and you can now add workflows to it
and assign it to users and user groups.

New Workflow Template -
(2
Q Add Members l

No groups or users found. Click ‘Add group’ or ‘Add user' to start

7.3 Adding a Workflow to a Template

You can create new workflows for the Default Workflow Template or any other
templates you have.

¢ In the workflow template you want to expand, click Create workFflow.
¢ In the pop-up window, in the General tab, design the new workflow according
to your needs:
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Create workflow X

General Parameters
Display name *

Scanto * v

Description

Color . . . . |_‘ | "

Icon

‘ X Close ‘

Display name - Add a name for your workflow that will be displayed on the
MyQ Roger mobile app and MyQ Roger printers.
Description - Add a description for the workflow.
Color - Select a color for the workflow’s tile.
Icon - Select an icon for the workFlow's tile.
Scan to - Select the scan’s destination. Depending on your choice, more
options become available. The available destinations are:
o Email
¢ Predefined email - specify the email address
e Ask me every time before scan
e User's email address
o OneDrive (OneDrive needs to first be connected to MyQ Roger (see page
162)).
¢ How to save - Select the saving destination. The available options
are:
¢ Save to MyQ Scans (this is the MyQ Scans folder in your cloud
storage)
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¢ Ask me after scanning
o Google Drive (Google Drive needs to first be connected to MyQ
Roger (see page 162)).
e How to save - Select the saving destination. The available options
are:
¢ Save to MyQ Scans (this is the MyQ Scans folder in your cloud
storage)
¢ Ask me after scanning
o SharePoint (the SharePoint option only becomes available with a specific
license and SharePoint needs to first be connected to MyQ Roger (see page
162)).

* SharePoint site URL - Enter the SharePoint site's URL. Go to the
site’s home page and copy the URL here. For example: https://
company.sharepoint.com/sites/MySite. MyQ will scan to the
Documents library.

e How to save - Select the saving destination. The available options
are:

¢ Save to MyQ Scans (this is the MyQ Scans folder in your cloud

storage)
¢ Ask me after scanning
e Save to a predefined folder
» Save to Folder - Specify the exact folder path.

USB (not supported on Kyocera devices)
Print
iCloud (Only available in the MyQ Roger Mobile app)
Dropbox (Only available in the MyQ Roger Mobile app)

* How to save - Select the saving destination. The available options

are:
¢ Save to MyQ Scans (this is the MyQ Scans folder in your cloud
storage)
¢ Ask me after scanning
Box (Only available in the MyQ Roger Mobile app)

* How to save - Select the saving destination. The available options

are:

o

e}

e}

e}

e}

¢ Save to MyQ Scans (this is the MyQ Scans folder in your cloud
storage)
¢ Ask me after scanning
Phone (Only available in the MyQ Roger Mobile app)

e}

In the Parameters tab, specify the parameters required for your workflow:
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Create workflow X

CGeneral Parameters

Sides Default (Single-Sided) v
Color Profile default v
Resolution Default e
Paper size options Auto v
Format default e
Continuous scan Default e
Scan separation Default e
Original orientation Default e
Skip blank pages Default e

‘ X Close ’

 Sides - choose a duplex/simplex option from the list: Default (Single-Sided),
Double-Sided (Long Edge), Double-Sided (Short Edge).

¢ Color Profile - choose the job’s color: Default, Mono, Auto, Gray, Full.

e Resolution - choose the job's resolution: Default, 100, 200, 300, 400, 600, 1200.

* Paper size options - choose the job's paper size: A3, A4, A5, A6, Auto, B4, B5,
B6, Executive, Folio, Ledger, Legal, Letter, Mixed, Oficio Il, Statement.

e Format - select a file format.

¢ Continuous scan - change continuous scan settings.

Scan separation - change scan separation settings.
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¢ Original orientation - change the orientation settings.
» Skip blank pages - turn skip blank pages on or off.

Once done with both the General and the Parameters tabs, click Save to apply your
changes and save the new workflow.

7.4 Editing a Workflow

To edit a workflow,

e Hover over it in your workflow template and click on the Edit button next to it.

‘ Reset ‘[ -+ Create workflow ]

‘ut ‘;“ Scan to Google Drive Z uf

“ : "‘ Scan to OneDrive

Easy copy

Scan to @email

Scan to @me

¢ In the pop-up window, modify the workflow’s general and parameter settings,
and click Save.

To delete a workflow,

e Hover over it in your workflow template and click on the trashcan button next
toiit.

To move a workflow up or down on the list,

e Selectit and click on the up or down buttons to the left.
This order is reflected in the MyQ Roger Mobile app and MyQ Roger printers.

7.5 Adding Users and Groups

o Adding users/user groups to a workflow template gives them the ability to
use the workflow.

In your workflow template,

¢ Click Add members on the right side of the screen and select Add Group.
e Select the user groups from the list and click Save.
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If you want to add specific users to your workflow template,

¢ Click Add members on the right side of the screen and select Add user, select
a user and click Save.

To delete any users or user groups,
e Hover over the user or user group and click on the trashcan button next to it.
To check if a user has been added to the workflow,

e Click in search bar and type in the user’s First Name or Surname, then click the

search icon.
You cannot search by username.

i go back to the Ffull list of added users, either refresh the page or remove
the first name/surname from the search bar and click on the search icon

again.

7.6 Workflow Templates Transition

As mentioned, workflow templates is a paid feature. When you upgrade to a license
tier with the workflow templates feature included:
Tenant with no users - If a new tenant has been upgraded, then just delete all the

workflows for all (default) users and replace them with the default template.

Tenant with existing users - No change shall take place until the tenant
administrator logs in to the MyQ Roger web Ul to initiate the transition. There, the
administrator is presented with two options:

Transition to Workflow Templates

As an administrator, you can now define multiple workflow templates for scanning and copying, making them available to selected users and/or user groups. You can also control
ate workflows or produce their own, and reset their workflows to the default configuration at any time.

by user rights whether the users are allowed to modify the assigned templ

All the users will nov igned the predefined default workflow template, which will replace the default actions they had available before. Decide how to process the custom

users have already created for themselves in Roger.

personal workf
© Lcave the custom personal workflows in place. The default template will replace just the original defauit workflows

Delete all the custom personal workflows of all users before applying the default workflows template.

Confirm your choice

As an administrator, you can now define multiple workflow templates for scanning
and copying, making them available to selected users and/or user groups. You can
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also control by user rights whether the users are allowed to modify the assigned
template workflows or produce their own and reset their workflows to the default
configuration at any time.

All the users will now be assigned the predefined default workflow template, which
will replace the default actions they had available before. Decide how to process the
custom personal workflows the users have already created for themselves in Roger.
e Leave the custom personal workflows in place. The default template will
replace just the original default workflows.
e Delete all the custom personal workflows of all users before applying the
default workflow template.
The first option deletes just the original default workflows for all users, replacing
them with the default template. The second option wipes all the workflows clean
(both favorite and recent) before applying the default template.
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8 Organization

Under Organization in the left-side menu, the MyQ Roger administrator can:

Manage Users (see page 107)

Manage User Groups (see page 122)

Manage Cost Centers (see page 123) (paid feature, available only when the
relevant license edition is used)

Manage Roles (see page 129)

8.1 Users

You can create new users manually, via importing from an external source (Excel,
CSV), or via synchronization with Microsoft Entra ID.

8.1.1 Manually Creating Users

1. On the left-side menu options, go to Organization>Users.

2. 0n the Users settings, click Create new user on the upper-right side.

3.In the Create new user window, on the User Information tab, fill in the following:

a. First Name - Add the user’s first name.

b. Surname - Add the user’s surname.

c. Email address- Add the user's email address.

d. Phone number - Optionally add the user’s phone number.

e. User name - Add the user’s user name.

f. Set random password - Enable the setting if you want to set a random
password for the user. If disabled, you have to manually set a password for the
user.

g. Should change password on next login - If enabled, the user is prompted to

change their password on their next login.
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h. Send activation email - If enabled, the user receives an activation email.
i. Active - If this is disabled, the user cannot use MyQ Roger.
j. Two Factor authentication enabled - If enabled, the user can use 2FA (see page

42) with their login.

Create new user H X

User information Roles o User Groups o Cost center PIN and Cards Aliases

First name *

John

Surname *

Doe

Email address *

john.doe@email.com

Phone number

User name *

John.Doe

Set random password.
Should change password on next login

Send activation email

Active

Two factor authentication enabled

X Cancel ’ [ @ Save

4. Click Save and your new user is created.

8.1.2 Importing Users

Use the Import feature to add multiple users to your tenant at once from a CSV or
Excel file.

Before you Start

e Prepare your user data in a CSV or Excel file.
¢ Make sure your file includes a header row and matches the column order in the
provided examples.
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a Notes

¢ You can download and customize a sample Excel import file from the Import / Export
option. For a sample CSV file, see below.

¢ Users imported from a file can sign in only with their MyQ Roger credentials. External
authentication methods (for example, Microsoft or Google sign-in) are not supported for
imported users.

Import Users

1. Go to Roger > Users.
2. Click Import / Export.
3. Select a CSV or Excel file to start the import.

o _—

Users Manage users and permissions. 5] Qo femen\ adimin ‘ ey

-+ Create new user

Z H i} H ¢ Actions v H [® Import [ Export ‘

Search... Q

v Show advanced filters L E Excel
& Export to Excel

: User name First name Surname Email address + Import from Excel / CSV

":‘ u [ B | - = - CE T I SR click here

‘:‘ User

L:‘ ] =re oy o | User % ®
() = 1 i Admin % ®
‘:‘ ] - = .  EEErEDE FEEEEE Admin, User ®
‘:\ m = . = rm . BN N D CEETEE N User = ®

Total: 6 1 10 v

The import runs as a background job. When it finishes, the Ul shows a success

message.
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J Success X
User import process has been
completed successfully. All users in file
are imported.

File Requirements

The following file types are supported:

e CSV
e Excel

Limits
e Maximum import file size: 100 MB

Note the following:

CSV must be comma-delimited.

Both CSV and Excel imports require a header row.

Header names can be renamed (for example, localized).

Column order must not change, even if you rename the header labels.

CSV Example

UserName,Name,Surname,Email Address,Phone
Number,Roles,Cards,Aliases,IsActive,PIN,Password,SendActivationEmail,Inclu
dePINToActivationEmail,User Groups

johndoe, John,Doe, johndoe@example.com,720100200,"Admin,User","123456789,987
654321",doejohn,TRUE,1234,badpassword, FALSE,FALSE,"OrgUnitName,Marketing"

Supported Fields

Field ﬁ‘%\éx ngueri\n Required Comment
UserName 0 A Yes String
Name 1 B Yes String
Surname 2 C Yes String

Email Address 3 D Yes String
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Field index

Phone Number 4

Roles 5
Cards 6
Aliases 7
IsActive 8
PIN 9
Password 10

SendActivationE 11
mail

IncludePINToActi 12
vationEmail

User Groups 13

Excel
column

E

Required

No
No
No
No

No

No

No

No

No

MyQ Roger Server Administration

Comment

String

Comma-separated list
Comma-separated list
Comma-separated list

TRUE/FALSE
Defaults to FALSE when
empty.

number
If a PIN is not provided one
will be generated randomly.

String

When empty, user is

prompted to change

password upon login.

TRUE/FALSE
Defaults to FALSE when
empty.

TRUE/FALSE
Defaults to FALSE when
empty.

Comma-separated list

If you are using MS Office in a language other than English, the values TRUE

and FALSE needed in the SendActivationEmail and

IncludePINToActivationEmail fields have to be translated in your MS Office

language. For example, if your MS Office is in German, add WAHR or FALSCH
instead of TRUE or FALSE.
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8.1.3 Entra ID User Synchronization

Another way to create users in MyQ Roger is to set up a synchronization from

external services. Currently, Microsoft Entra ID is supported, and Google Active

Directory is being developed and should be available in the foreseeable future.

Required Permissions
Pages.Administration.UserSync

Microsoft Entra ID

In order to configure a Microsoft Entra ID in MyQ Roger, you should already have an

existing Microsoft Entra ID.

Setup and Configuration

1.

Log in to the Microsoft Azure portal® and create a new App registration in your
Microsoft Entra ID https://docs.microsoft.com/en-us/azure/active-directory/develop/

quickstart-register-app. The new app overview page opens.

. Copy the Application (client) ID and the Directory (tenant) ID, as they are needed for

the connection to MyQ Roger.

. Go to Certificates & secrets and create a New client secret. Set the expiration date

and copy the secret Value (back up the value as it will not be displayed again).

The app registration MUST HAVE the following permissions: User.Read.All,

Group.Read.All (in case you want to use only a certain group). To set the permissions,

. Select API permissions, and then click Add a permission. In the window to the right, in

the Microsoft APIs tab, select Microsoft Graph.

In the next window,

. Select Application permissions, search and select the User.Read.All and

Group.Read.All (in case you want to sync a certain group) permissions, and click Add

permissions.

6. https://portal.azure.com/
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Request APl permissions

<Al APIs

@ﬂ Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions
Your application needs to access the APl as the signed-in user.

Select permissions

MyQ Roger Server Administration

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

expand all

‘ O user.read.all

Permission

> IdentityRiskyUser

V' User (1)

User.Read All (D
Read all users® full profiles

I Add permissions

Admin consent required

Yes

6. Go to MyQ Roger, Edit and fill in the Connector settings in MyQ Roger >

Administration > User Synchronization, and in the Microsoft Entra ID tab:
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User Synchronization

Connector settings

Application ID

Application (Client) ID you copied during the Microsoft Entra ID setup

Directory (Tenant) ID

Directory (Tenant) ID you copied during the Microsoft Entra ID setup

Application secret expiration

Application secret
Aop " ' date

Appl n secret (val youc ring the Microsof
pplication secret (value) you copied during the Microsoft 12/31/2024

a. Application ID*: Add the Application (client) ID you copied during the Microsoft
Entra ID setup.
b. Directory (Tenant) ID*: Add the Directory (tenant) ID you copied during the
Microsoft Entra ID setup.
c. Application secret: Add the application secret value you copied during the
Microsoft Entra ID setup.
i. Application secret expiration date (optional): Set an expiration date if
you want to be notified about the expiring secret. All users with
the Pages.Administration.UserSync permissions are notified.
7. Set Groups options:
a. None: If this option is selected, all the users from the organization are
synchronized.
b. Selected: Fill in the group identifier if you want to synchronize users from a
specific Entra ID group. You can add multiple group identifiers separated by a
semicolon (;). The Entra ID group GUID can be located in Microsoft Entra ID >

Groups > Labeled as Object ID on the group you wish to synchronize.
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c. From user attribute: Enter the name of the user attribute from Entra ID you
would like to synchronize a group based on, for example “Country”. Optionally
customize the root group name that will be created.

8. Set the Users options:

a. Selected groups: Synchronize users from the selected and nested groups.

b. All: Synchronize all the users.

c. Source Fields for aliases: Add the name of the field in the Microsoft Entra ID
Graph API that will be used to create an alias for the user. The default field is
onPremisesSamAccountName. You can combine specified fields into one alias.
Surround each field with the percent (%) sign, e.g. %givenName%. You can
specify more combinations using a semicolon (;) as a delimiter, e.g.
%givenName%.%surName%;%surName%-%givenName%.

d. Send PIN emails: Mark the checkbox if you want the newly created users to
receive a welcome email with PIN.

e. Manage existing users: Updates and keeps existing users synchronized. Users
are matched with their email address.

f. Allow use ‘Display name’: The first and last name are mandatory fields in MyQ
Roger. Microsoft Entra ID accounts may have have “Displayname” set instead of
first and last name.

g. Also, create aliases without invalid characters: The invalid characters are:
“[1:;1=+*?2<>/\,.and space. For example, The alias for John Doe will be

created as JohnDoe.

h. Manage user deletion: When enabled, MyQ Roger compares the users before
and after synchronization. It deletes the accounts that cannot be retrieved from
the remote system. Microsoft Entra ID provides information for accounts that
should be deleted for a limited time. You should only enable this option if you
have not run a synchronization for an extended period of time or if you have

changed the settings.

. Enable logging identifiers of all users in Entra for next run: When enabled,
this option verifies found users in Entra ID during the next synchronization run.

Logs can be found in Audit Logs.
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9. Set the Cost Centers options (Cost Centers require the paid MyQ Roger Cloud Print
Management subscription edition):

a. None: Select this option if you do not want to sync any Cost Centers.

b. From root group: If you have added groups in the Groups section, this option
becomes available. Select it and add the Root Group ID next to it. The first level
of the children of this group will be synchronized as Cost Centers.

c. Groups by attribute: Select this option and add the relevant Attribute name
from Entra ID.

10. Click Connect. The connection is tested and if everything was correctly set, you should
now see more options (Sync now, Delete, Edit, and Synchronize automatically).

11. To perform the synchronization, click the Sync now button or enable auto-sync to
synchronize users every 24 hours from activation. At any point during a

synchronization you can use the Stop button to stop the synchronization.

Synchronization Rules

e If an ID user’'s email address does not exist in the MyQ Roger tenant, a new user
is created with the "ID synced" tag.

e Ifan ID user is deleted from the ID and synchronization is done, the user is also
deleted from MyQ Roger.

e If an ID user’'s email address already exists in the MyQ Roger tenant, the user
creation is skipped.

o If they were deleted before, the user is registered again.

e |f a user’s creation fails, the synchronization continues with other users. For
more info, see the notifications chapter.

e Login - If a user was synchronized by Microsoft Entra ID they would be required
to log in to MyQ Roger by using the ‘Sign in with Microsoft’ option. MyQ
Roger does not synchronize user passwords so if the user was synced via ID,
then it is a requirement to use the sign-in option of the provider. (Microsoft/
Google) MyQ Roger login with username and password can only be used if the
user was created directly from MyQ Roger.

Notifications

e If a synchronization is triggered manually:

o The triggering user gets a navbar notification when the job finishes.

o In case of any changes (any users deleted, added, or failed), all the users
with permissions to manage a synchronization get a navbar notification
with short information about the job.

e If a synchronization is triggered automatically:
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o In case of any changes (any users deleted, added, or failed), all the users
with permissions to manage a synchronization get a navbar notification
with short information about the job.

o If there is no change, users are not notified. Only short information about
the last run is displayed in administration.

« If the Application secret expiration date was set and the job is run 7 days
before the expiration, a navbar notification is displayed and an email
notification is sent to users with permissions to manage synchronizations.

¢ All synchronization runs are logged with short info. All failed users'
synchronizations are also logged.

8.1.4 Editing Users

The names and other attributes of users synchronized from an external
source cannot be edited. It is not possible to delete imported users, user
groups, and cost centers.

1. Go to Organization > Users. On the Users overview, click on a user to see their

information.
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Edit user: Bessie

X

Reset PIN

User information Roles o User Groups o Cost center PIN and Cc
View workflows

First name *
Reset workflows
Bessie
Login as this user
Surname *

Permissions
Unlock

Email address *
Delete

Phone number

User name *

Bessie

Set random password.

Password

Password (repeat)

Should change password on next login.

Send activation email.

Active

X Cancel ‘ [ B Save ]

2. Here you can edit the users basic info or use the three-dot menu to:

o Reset their PIN.

View their workflows.
Reset their workflows.
Login as that user.

View their Permissions.
Unlock the user.
Delete the user.

e}

O

O

o

e}

e}
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3.In the PIN and Cards tab, under to PIN, click Reset PIN to reset the user’s PIN. The
reset is immediately done. In the Cards field, insert the card numbers, separated by

comma (,), and click Add Cards.

Edit user: Bessie X

User information Roles o User Groups o Cost center PIN and Cards Aliases

PIN

9028

Reset PIN

Cards

Actions Card Num.

No data

Total: 0

X Cancel ‘ [ @ Save

4. Click Save to save your changes. If the Send activation email setting is enabled, an

email is sent to the user once you save their account’s changes.

If a user with the administrator role has lost or not received their password, there are
two ways to resolve this:

o Adifferent user with the administrator role or administrator rights can edit the
user with the lost password. In the User Information tab, they should select
the Set random password and the Send activation email options and click
Save.

The user should receive a new activation email and password.

e If there is no other user with the administrator role or administrator rights,

contact MyQ Support.
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To check/modify the user’s permissions,

¢ Click Permissions.
There are multiple permissions that can be assigned to user accounts. Most of
them may be assigned by default, depending on your MyQ Roger tenant setup.

¢ Check the box next to a parameter to give the permission to a user or uncheck
it to remove the permission. Once done, click Save.

e To unlock a user, click Unlock.

If the user’s account is locked after multiple failed login attempts, you can
unlock it from here.

e Toreset a user’s PIN, click Reset PIN.

You can also use advanced filters to reset the PINs for multiple users or user groups.

¢ Click Show advanced Filters. Add the user groups you want in the Filter by
Group field.

e Optionally, Filter by role, by selecting admin or user or Search by Card.

¢ You can also mark the Only locked users checkbox to reset PINs only to locked
out users, and mark the Only users managed by AD synchronization
checkbox to reset PINs only to users imported via AD synchronization.

¢ Click Actions and Reset PINs.

User name First name Sumame Email address Roles Verified External Active Creation time

If you have filtered by group, only the users in this group will get their PINs reset.
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Are you sure?

You are about to reset PIN to
selected users (5). They will receive
new PIN via e-mail. Do you want to

continue?

New PIN code

Your PIN code has been successfully updated.

PIN: 9028

Use this PIN to log in at the printer.

£ Download on the GETITON
[ ¢ App Store ® Google Play

e To delete a user, click Delete.
» To view workflows this user can work with, click View workFlows.
¢ To reset the workflows this user can work with, click Reset workflows.
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8.2 User Groups

User groups are used to allocate users into organizational units. User groups can be
imported via AD User synchronization (see page 112) or created on the MyQ Roger
server Web Ul by the administrator or a user with sufficient permissions.

All users are automatically members of the built-in All users in Roger user group.
When a tenant is created, this group is created as well by default. All later added
users are inserted by default, including users from user synchronization.

This group cannot be edited or deleted. The main purpose of this group is to be able
to assign roles to all users at once.

User groups can be also used to filter users in the Users page via advanced filters and
carry out actions onto these user groups such as reset PINs, send PINs via email, and
reset workflows.

8.2.1 Creating User Groups

1. On the left-side menu options, go to Organization>User Groups.

Custom User Group

2. Click Add root group to create a new user group.
3. In the pop-up window, give a Name to your user group and click Save.
You can now add members to it.
4. Select the new user group and click Add member on the right side.
5. Select the users from the list and click Save.
You can also add roles to the user group.
6. Select the new user group, click on the Roles tab on the right side, and click Add role.

7. Choose the role you want to add from the list and click Save.

8.2.2 User Group Options

To display the available user group options:
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e Hover over a user group and then click on the three-dot menu on the right side
of the user group.

Organization tree -+ Add root group

Q Search (min. 2 characters)

All users in Roger

Guests

Custom User Group
Edit

Add sub-group
Total: 3 1

Delete

o Edit - Used to modify your user group’s name.
o Add sub-group - Used to add a sub-group to the user group.
o Delete - Used to delete the selected user group.

8.3 Cost Centers

a Cost Centers require the paid MyQ Roger Cloud Print Management subscription edition.

Cost centers are a way to organize reports and job accounting for users.

¢ Users can belong to only one cost center.

e Cost centers can be imported during AD synchronization or they can be
manually created on the tenant.

¢ Users can change their cost center but the cost center history remains. The cost
center is written in the report record.

The cost centers' management is done in Organization > Cost Centers.

Costcenters Management of cost centres 0O ¢ msr\admin ‘8‘

Q search
A\ No cost centers found. Create your first cost center to manage and see members.

/A Mo Cost Centers Found- Glck + Add cost center to Create One.

There, you can view and manage your existing cost centers and create new ones as

well.
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8.3.1 Creating a Cost Center

¢ In Organization > Cost Centers, click Add cost center.

¢ In the pop-up window, add a name for your new cost center and click Save.
The new cost center is created.

¢ (Optional) Add a quota (see page 127) to the cost center.

Add cost center: New Cost Center X

Name *

New Cost Center

Enable print quotas

Quota reset period

Month v

(2

X Cancel ‘ [ @ Save

To assign users to it,

e Select your cost center and click Add member.
¢ In the pop-up window, select the users you want to add and click Save.

To remove users from a cost center,

e Click on the trashcan icon next to the user.

New Cost Center

~+ Add member

Name Surname User name

John Doe JohnDoe [}

Totak1 1 10 v
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Cost centers can be also changed for a user through the user’'s Actions menu by selecting
Edit and going to the Cost Centers tab.

8.3.2 Editing a Cost Center

e Hover over the cost center and click on the three dots next to it.

Cost centers -+ Add cost center

Q' search

)
New Cost Center

Edit

Delete
Total:1 1

¢ Choose Edit to modify the cost center’s name.
¢ Choose Delete to delete the cost center.

8.3.3 Importing a Cost Center

Cost centers can be imported during user synchronization from Microsoft Entra ID.

e The settings are available in Administration > User Synchronization >
Microsoft Entra ID Connector settings.

In the Cost Centers section:

¢ Select None if you don't want to import cost centers.
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User Synchronization

Groups
Users

Cost centers

Attribute name

@ None

O Groups by attribute

e If you have added groups in the Groups section, the From root group option
becomes available. Select it and add the Root Group ID next to it.
The first level of the children of this group will be synchronized as Cost
Centers.

User Synchronization

Cost centers

Root Group ID

O None

@ From root group

¢ Select Groups by attribute and add the Attribute name next to it.
The attribute name should be the name of the user attribute from the active
directory.
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User Synchronization

Users

Cost centers

O N Attribute name
one

)
@ Groups by attribute

© ror more information on User synchronization, check AD user
synchronization (see page 112).

8.3.4 Quotas

Quotas can be enabled as part of any given cost center. While Cost centers allow you
to monitor the accounting of a user or group, Quotas allow you to prohibit further
actions when a limit is reached.

To Create a Quota

1. Either create a new Cost center that you would like the quota to apply to or edit an
existing one.

2. Click Enable print quotas.

3. Select a Quota reset period from Day, Week, Month, Quarter, or Year.

4. Set the quota to limit total pages and limit color pages, either or both can be limited.
Setting a quota of 0 color pages effectively forces B&W printing only for the specified

users.
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Add cost center: Cost center with quota X

Name *

Cost center with quota

Enable print quotas

Quota reset period

Quarter v

Limit total printed pages g

500

Limit color printed pages s

100

Cancel B save

The Quota will be applied to all members of this cost center but is individual to each
user, for example a quota of 200 total pages means each user can print 200 pages.
Each user can view their individual quota on terminals. Once the quota is reached the
current job will be finished and further printing will be prohibited.

Reset the Quota for a User

Should Further printing be necessary for a particular user after their quota has
expired, individuals can have their quotas reset for the given time period. To reset a
user's quota:
1. Go to Organization>Users, locate the relevant user and click to open their info panel.
2. Navigate to the Cost center tab and select the relevant Cost center from which the

quota is applied. Press the Reset button.
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Edit user: tim

g X
User information Roles o User Groups o Cost center PIN and Cards Aliases
Current cost center
Quota Test
Q, Search
Quota Test o/500(§ os500 By ‘ < Reset
Total:1 1 10 Vv
X Cancel ‘ [ ® Save

In Organization > Roles, the MyQ Roger administrator can manage roles as a way to
group user permissions.

Roles Use roles to gro

5d\Bessie | &

Select Permissions (0)

Name Creation time
5/15/2025,12:40:29 PM
5/29/2025,2:05:50 PM

5/15/2025,12:40:29 PM

When a new tenant is created, there are two default roles: the Admin role which has

all the permissions enabled, and the User role which contains only the following
default user permissions:
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v 9

Administration Permissions

(<

N <<

Desktop Clients
Manage Desktop Clients
View Desktop Clients
Price Lists
Manage Price Lists
View Price Lists
Printers
Manage Printers
Pair Provider with Printer
View Printers
Quotas
Manage Quotas
View Quotas
Reports
Generate Reports
System
About page
Audit Logs
Integrations
Licenses

Settings

v 9

v %

v 9

(<
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Users
Manage Cost Centers
Manage Users
View Cost Centers
View Users
Workflow Templates
Manage Workflow Templates

View Workflow Templates

User permissions

ChatGPT
Connect personal storage
Jobs
Pins and cards
Manage pins and cards
Read pins and cards
Settings
Terminal Actions
Unlock Panel
Workflows
Create and manage workflows

Read workflows

All users are assigned the User role, unless a different role is chosen for them in their

Edit user panel.
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Edit user: Bessie g X

User information Roles o User Groups o Cost center PIN and Cards Aliases

Admin User

‘ X Cancel ‘ ‘ @ Save

8.4.1 Creating a New Role
To create a new role,
e Click the Create new role button in the upper-right corner.
In the pop-up window, in the Role name tab,
¢ Add a Role name * for your new role.
If you want this role to be the default one for newly created users,

e Mark the Default checkbox.

Create new role X

Role name Permissions

Role name *

Manager

Default

: If you are changing your own permissions, you may need to refresh page (F5) to take effect of permission
changes on your own screen!

‘ X Cancel ‘ [ @) Save

¢ In the Permissions tab, select the permissions to be included in the new role.
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Create new role

v

gogogogdo

<
vavvvvv

v

Ooo0o0dodd

v

Role name Permissions

Administration Permissions

Desktop Clients
Price Lists
Printers
Reports
System

Users

Workflow Templates

User permissions

ChatGPT

Connect personal storage
Jobs

Pins and cards

Settings

Terminal Actions

Workflows

A If you are changing your own permissions, you may need to refresh page (F5) to take effect of permission
changes on your own screen!

X Cancel ‘ [ B Save J

¢ Click Save and then refresh your browser to apply your changes.

8.4.2 Roles Management

e To filter the roles overview list,

e Click the Select Permissions button.

In the pop-up window,
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¢ Select the permissions you want and click Save.
Only roles with the selected permission will be displayed on the list.

e To edit arole, click on it.
You can then change the role name and the permissions it includes.
e To delete a role, use the trashcan icon.
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9 Administration

Under Administration in the left-side menu, the MyQ Roger administrator can:

e QOverview Subscription (see page 134) and license information
e Manage User Synchronization (see page 144)

Manage Price Lists (see page 145)

e Manage universal printers (see page 148)

Manage Printer configurations (see page 151)

Manage cloud services and PIN & cards settings (see page 162)
Manage MyQ Roger settings (see page 163)

9.1 Subscription

In Administration > Subscription, you can view your subscription and license
information.

9.1.1 Subscription Information Tab

In the Subscription information tab, you can find all the information relevant to your
current subscription.
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Subscription information

Digital Workplace Assistant

3/31/2025 2/10/2035
® Maximum user count : Unlimited

® Maximum count of stored installers : 10
Terminal licenses
(@ Total licenses: 100 @ (98 Inactive @)

@ Totalterminals: 2 @

Single-function printer licences

Total licenses U

® Total printers: 0 @

Desktop client licences

@ Total licenses: 4100 @ (4098 Inactive @)
(& Total desktop clients: 4 @ (2 Inactive @)
LAST MODIFICATION TIME

4/7/2025, 8:37:01 AM

¢ EDITION - The edition of the subscription you currently have.
e SUBSCRIPTION START DATE - The date your subscription started.
e SUBSCRIPTION END DATE - Tthe date your subscription ends.
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e WHAT IS INCLUDED IN YOUR PLAN - Information about features included in
your subscription.
e Terminal licenses:

o Total licenses - Total number of purchased licenses for terminals. One
license is used per terminal. There is also information for the number of
inactive or missing licenses.

o Used licenses - The current number of used licenses by terminals.

o Total printers - Total number of printers paired with your organization.
There is also information for the number of inactive (non-licensed)
printers.

e LAST MODIFICATION TIME - Time and date when your subscription was last
modified.

9.1.2 Licenses Tab

In the Licenses tab, you can find detailed information about your licenses.

Last modification time

The available columns are:

¢ Product Code - The license’s product code.

Count - The current number of purchased licenses.

Validity from - The start date of the licenses' validity.

Validity to - The end date of the licenses' validity.

Name - The license’s name.

Description - A short description of the license.

Last modification time - Time and date when your licenses were last modified.

On the upper-right side,

e Use the Column selection button to rearrange the columns shown in the
overview.

¢ Drag-and-drop columns from one side to the other or select a column and use
the arrows in the middle and then click Save.
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Column selection X
Available columns Shown columns
© Count
' © validity from
© Vvalidity to
© Description

. © Last modification time
«

X Close

[ B Save

All the columns in the Shown columns side will be displayed in the licenses overview.

9.1.3 Licensing

MyQ Roger offers the following subscription editions and licenses:

MyQ Roger DWA Base Saa$S

The MyQ Roger Digital Workplace Assistant (DWA) Base SaaS edition is the
mandatory SaaS Subscription, where you purchase licenses for Multifunction Printers
(MFPs) and embedded terminal activation.

Software Assurance Standard is included.

MyQ Roger CPM Module

The MyQ Roger Cloud Print Management (CPM) Module is an enhancement of the
DWA edition that greatly benefits larger Enterprise customers with the following
features:
¢ Cost Centers - Assigning a cost center to a user or group of users and then
accounting for all activities.
e Printer Groups & Printer Configuration Profiles - Grouping printers to groups

and then assigning predefined printer configurations and price lists to each
group (The Printer Configuration profiles feature is coming soon).
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* Workflow Templates - Central management of scan/copy actions by admins,
creating workflow templates and assigning them to users or groups of users.

Software Assurance Standard is included.

a The CPM module will be continuously expanded with additional Enterprise features.

MyQ Roger PRN

The MyQ Roger PRN edition is a subscription per printer, where single-function
printers can be utilized.

Single-function printers (aka lightweight printers) licenses allow printers where an
embedded terminal cannot be installed to be used with MyQ Roger with NFC tags.

MyQ Roger MRC

The MyQ Roger Clients (MRC) edition is a subscription per instance that enables you
to have additional MRCs over the allowed limit (40 instances of MRC per license are
included in the other subscription editions).

MyQ Software Assurance Plans

The below Software Assurance plans are available on the MyQ Partner Portal for
MyQ Roger.

Software Assurance Premium Plus

¢ 2 hours initial response time for critical issues

Partner portal access (support requests and SW updates available)

24/7 phone support for critical issues

Remote desktop support

Assistance with MyQ system remote installation and system upgrades on 2nd-
level partner support

Assistance with settings of related external systems on 2nd-level partner
support

Assistance with periodical system check on 2nd level partner support

Software Assurance Premium

¢ 4 business hours initial response time for critical issues

e Partner portal access (support requests and software updates available)

e Business hours phone support (9 — 17 CET (DST), excluding Czech public
holidays) for critical issues
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e Remote desktop support

Software Assurance Standard

e Without Service License Agreement
e Partner portal access (support requests and software updates available)

© ror more information about Software Assurance, visit MyQ Community’.

Ordering Licenses
Ordering is done via the MyQ Partner portal®.

1. Log in to the MyQ Partner portal using your Partner ID and password.

Dear Welcome to the MyQ Community!
ur licenses here, find

 Ask for

2. Click on New Project, select the Roger Subscription License Type from the drop-down,

and click Next.

New Project

* License Type

v MyQ X Perpetual
MyQ X Subscyiption
MyQ X Trial
MyQ X NFR

UCEEETLECU LI ou confirm that you have read and agree with the MyQ X End User License Agreement!
Roger NFR

Roger Trial

Smart

3. Fillin the following:
a. The Project Name,

b. Select the Subscription Type (Monthly, Yearly, Term),

7. https://community.myg-solution.com/s/article/MyQ-Support-Support-Levels-SLA-Case-Priorities-
Partners
8. https://partners.myg-solution.com/s/login/?language=en_US
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c. Select the Software Assurance Plan (Standard, Premium, Premium Plus -
described in detail here®)

d. Select a Dealer and Channel (If the Channel list is empty, please contact your
MyQ Account Manager).

e. The customer information (Tenancy info, admin info). You can optionally add a
Description as well.

4. Click OK.

New Roger Subscription Project

*Project Name *Tenancy Name *Admin Contact Name

[ Roger

*Subscription Type. *Tenant Name. *Admin Contact Email

[ Yearly

HE
5
H

*Software Assurance Plan *Tenant Address

l l
l l

[ Standard B ] [ dfc ]
J I
l

imin Contact Emal (confirmation)

3
a
8
H

*Admin Contact Phone

*Country.

* Dealer
[i TEST DEALER 1 x

l Czech Republic

*Channel

I

[ TEST INVOICE DEALER EUR PB

Responsiole Person Email

ro - rcom

Description

By submitting this project, you confirm that you have read and agree with the MyQ Roger Terms of Services and MyQ Roger Privacy Policy!

Cancel

5.1n the Project tab, in the Licenses category, under Software Licenses click Add new

license group, select the license type you want to add, and click OK.

Add new licence

MyQ Roger DWA Base Saa$

MyQ Roger MRC

6. In the pop-up window, add the number of licenses you want to order and click OK.

9. https://community.myg-solution.com/s/article/MyQ-Support-Support-Levels-SLA-Case-Priorities-

Partners
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Order of new licenses for MyQ Roger DWA Base SaaS

Number of new licenses:

1

Your order will be added to the Shopping Cart.

7.In the next pop-up window, select the duration of Software Assurance in months and/
or years and click OK. Your order is now waiting in the Shopping Cart.

8. Click on the Shopping Cart category where you can view a summary of your order and

finalize it.
9. To finish the order, click on the | agree and want to PROCEED THIS ORDER button.

Confirm the order in the pop-up window by clicking OK.

Project Details Orders Related Project Price Opportunities Dashboard Telemetry Help

[ Go to shopping cart to process this order. ]

Licenses  Installations  Shopping Cart

v New order

Order number:
M h Open
PO number:
—

Item code v ‘ Item description v | Quantity v | UnitPrice v | Total Price v

MyQ-R-POOTSAA..  MyQ Roger DWA Base SaaS per MFD per Year 1 £UR EUR
MyQ-R-POOTPYY  MyQ Roger Premium Support per MFD per Year 1 EUR EUR
Thank you for using MyQ Solution. We are happy that you have ordered new items. Your order will be forwarded for final approval by your channel approver. New items will be available when itis approved.

10. Before finalizing the order, you can copy the order’s details in your clipboard by clicking

Copy order, or you can cancel it by clicking Cancel order.

After you click the I agree and want to PROCEED THIS ORDER button, the order is
sent to the responsible approver, and you also receive an email with information
about who your order's approver is.
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Once the order is finalized, it is not possible to add a new order to the project until
the first one is approved.
1. You can view your project's details in the Details tab, and your orders list and status in
the Orders tab.
If you click on an Order ID, you can view the order’s details (specific items, their
quantity, unit, and total price, etc.).
2. If you want to edit your project’s details (project name, admin contact, description,
etc.) you can click the Edit project button located at the bottom-right side in any tab

and make the changes.

Add Licenses to an Existing Project

To add licenses to an existing project:

1. Log in to the MyQ Partner portal using your Partner ID and password.

2. Click on Projects List and Search for the Project you wish to add licenses to.

3. Click on the Project Name to expand the Project details.

4. Click on the plus (+) icon next to the edition you want to expand on.

(If you want to also add another license group.

5. Click the Add license group button and select the license from the drop-down.)

6. In the pop-up window, add the number of licenses you want to order, and click OK.
The new licenses are added to the shopping cart, along with the software assurance
license which is calculated until the end of support date.

7. Click on the Shopping Cart tab to review and finish the order.

8. Click  agree and want to PROCEED THIS ORDER.

Your order is sent to the responsible approver.

Order Add-ons
To order the MyQ Roger CPM Module add-on, you first have to have a mandatory
MyQ Roger DWA Base SaaS license ordered and paid. After that is done:
1. Log in to the MyQ Partner portal using your Partner ID and password.
2. Click on Projects List and Search for the project with the paid MyQ Roger DWA Base
Saas license.
3. Click on the Project Name to expand the Project details.

4, Click on the Add new add-on button.
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5. In the pop-up window, select the MyQ-R-CPM add-on and click OK.

Add new add on

The add-on licenses are added to the shopping cart.

6. Click on the Shopping Cart tab to review and finish the order.

7. Click I agree and want to PROCEED THIS ORDER. Your order is sent to the

responsible approver.

Subscription Information

To view your subscription expiration date, go to Licenses > Subscription.

All plans can be renewed/extended up to 10 days after expiration.

Topic

Billing
&
{enewa

Add
Ecense

Change
subscri
tion

ype

Monthly subscription

Automatically renewed
and charged on the 1st day
of the upcoming month

Licenses can be added at
any time; charges apply on
the 1st of the upcoming
month

Can be changed from
monthly to annual in the
Licenses tab

Annual subscription Term subscription

Charged annually Expiration date is set
during creation; the
full term is paid
upfront

Licenses can be Not applicable
added at any time;
charged in bulk for
remaining months

Can be changed from Not applicable
annual to monthly in

the last month of the

subscription
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Can be canceled before Can be canceled in Can be canceled
Cancell  oxpiration the last month before expiration
before expiration
Not applicable Not applicable Discount applies
bl when purchasing 12

months or more

Software Assurance
You can upgrade your Standard Software Assurance plan to the Premium one, and
the Premium one, to the Premium Plus plan. Downgrading is not possible.
To change (upgrade) your Software Assurance plan:
1. Log in to the MyQ Partner portal using your Partner ID and password.
2. Click on List of Projects and select the Project you wish to update.
3.In the Licenses category, under Software Assurance, click on the Change Software
Assurance Plan button, select the new Software Assurance plan from the drop-down,
and click OK.

4. Once you click OK, your order is confirmed and waiting for approval.

9.2 User Synchronization

In Administration > User Synchronization, the MyQ Roger administrator can
manage user synchronization from external services.

Currently Microsoft Entra ID (renamed from MS Azure Active Directory™) is
supported, and Google Active Directory is being developed and should be available in
the Foreseeable future.

10. https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/new-name
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User Synchronization  Manage user synchronizatio = 0 \Bessie

Users Groups Runs
9/o/o 3 9/28/2025, 1:58:23 PM

0 minutes, 1.075 seconds
249 s/1

9/29/2025,1:58:23 PM

The setup and configuration for the Microsoft Entra ID connector is described in AD
user synchronization (see page 112).

e To synchronize users, use the Sync now button.

¢ To edit the connector settings, use the Edit button.

e To delete the connection, use the Delete button.
e To stop the synchronization, use the Stop button.

You can also view the status of the connection at the bottom of the page.

9.3 Price Lists

Price lists are being used to define and assess the prices of printing devices
operations, such as price per printed color page, scanned pages, price per paper
format, etc., which are necessary for monetary accounting.

Required Permissions
e Administration
o Price lists
e Create, Edit, and Delete

o Currently, there can only be one Price List per tenant. The Price List per

printer profile is planned.

When creating a price list for the first time and there already are printers in your
tenant, a message box appears to assign the price list to all the printers.

The default price list will be associated with all newly created printers.
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If a price list is assigned to a printer group (see page 82), that price list will replace the
default one (in case there was a default price list set before creating the printer
group). Then, the default price list will only apply to printers that are not assigned to
any printer groups.

The final job price is calculated as a sum of the price of the operation multiplied by
the count of standard pages and the price of used paper multiplied by the count of
sheets consumed. If there are multiple copies, the final price is multiplied by the
number of copies as well.

9.3.1 Create a New Price List

e Go to Administration > Price Lists, in the upper-right corner, click Create new
price list.

\\\\\\\\\\

¢ In the new window, create a price list according to your needs:
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Create new price list %

General settings

Name *
Default

Guest Price List

Currency *
v

Price per operation
Printing Copy Other
Black & White * Color * Black & White * Color* Scan * Fax print *

0 0 0 0 0 0
Price per paper
A4+ A3* A5* B4* 85"

0 0 0 0 0
Folio * Ledger * Legal * Letter * Other *

0 0 0 0 0

Final price is calculated as a sum price of the operation multiplied by count of standard pages and the price of used
paper multiplied by count of sheets consumed.

X Cancel

In the General settings section:

¢ Add a Name for your price list.

¢ Choose the Currency of your price list.

e Select the Basicprice list Type from the drop-down (the Advanced type is
planned).

« In Validity, add the date range that you want this price list to be valid for.

In the Price per operation section, add prices for the following operations:

Printing
Black & White
Color
Copy
o Black & White
o Color
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e Other
o Scan
o Fax print

In the Price per paper section, add prices for the following paper formats:

e A4
e A3
e A5
e B4
e B5
Folio
Ledger
Legal
Letter
Other

When all information has been added,

e Click Save to apply your changes. A pop-up window asks you for confirmation
and if you want to assign this price list to the default printer configuration
profile.

o Click Yes to create the price list and assign it as default.
o Click No to create the price list without assigning it as default.

Your new price list appears in Administration > Price lists.

To view, edit or delete a price list, click on the price list in the table.

9.3.2 Price List Management

In Administration > Price Lists, there is an overview of all your price lists.

e Search for a price list by typing in the Search field or by using the advanced
search filters.

* Download an Excel file with all your price lists and their properties by clicking
Export to Excel in the upper-right corner.

¢ Click Actions to View, Edit, or Delete a price list.

9.4 Universal Print by Microsoft

Microsoft Universal Print is a cloud-based print service that enables cloud-only
printing for organizations. MyQ Roger integrates MS Universal Print and allows
administrators to create a Universal Printer in Microsoft Azure and use it in their MyQ
Roger tenant.

Limitations
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The Universal Printer must be created via the MyQ Roger web server.
Only one Universal Printer per tenant is currently supported.

To create a new Universal Printer in MyQ Roger, you must first delete
the previous one. It is not enough to only delete the Universal Printer in
MS Azure.

Setting up a Pull-print printer (Universal Print Anywhere) from Azure
can’t be linked to or shared through a printer created by the MyQ
Roger server.

9.4.1 Set up Universal Print

The creation and setup of Universal Print is done in the MyQ Roger web server, and
requires the permissions Microsoft Azure > Universal Print > Manage Printers
1. In the MyQ Roger web server, go to Administration > Universal Print by Microsoft.
2. Under Universal Print, you can see a mini-guide listing all the steps you need to follow
in order to set up a Universal Printer.
3. All the steps are in Pending status. As you go through them one by one, their status
will be changing to Success.
4. The Universal Print Administrator needs to be authenticated in MS Azure Active
Directory (AD) before they can start managing Universal Printers.
a. Click Sign in with Microsoft, and sign in on the Microsoft login page.
b. Next, grant tenant-wide admin consent on behalf of your organization in
Microsoft Graph.
¢. Click Consents, and sign in on the Microsoft login page. Then grant admin
consent for your organization (more details can be found here).
5. The final step is to create your Universal Printer. In the Create a printer section, fill in

the below fields, and click Save:

o Display Name - Add a name for the printer, that is going to be visible to
your users.

o Model - Add the printer's model.

o Manufacturer (optional) - Add the printer’'s manufacturer.

o After saving, the Universal Printer is created. The printer’s certificate,
default parameters, and sharing options are automatically established,
but you can modify them in MS Azure if needed.

11. https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/grant-admin-consent
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The Universal Printer appears on the List of Universal Printers in your MS Azure and
can now be used by your MyQ Roger tenant users.

9.4.2 Add a Universal Printer on Windows

Once a printer has been set up on the MyQ Roger server, it can be shared with Azure
users through the Azure platform.

Users can add the printer on any Windows computer that is part of the Azure domain.

1. Go to Printers and Scanners and select Add Device. The computer will start searching
for Universal Printers.

2. Locate the printer that was just created and click Add Device.

The universal printer is now added to the user's device, and jobs can be printed using
the universal printer.

To view and release jobs, use the terminal on the Universal Printers tab.

9.5 Device Spooling

MyQ Roger offers flexibility when handling your print jobs. With Client Spooling,
jobs are stored on your computer, keeping data on the local network but requiring
the PC to be online for release. With Cloud Spooling, the printer downloads jobs
directly from your cloud storage (Google Drive or OneDrive), which doesn't require
your PC to be online but uses internet bandwidth.

Device Spooling provides a third, powerful option that combines the benefits of
both. It is ideal for jobs printed from a computer where the computer’s availability or
internet bandwidth is a concern. It sends the job's data directly across the local
network to the printer's hard drive, while the MyQ Roger server simply manages its
status. The job then waits securely on the printer itself for you to release it.

This method provides unique advantages:

e Computer-Independent Release: release jobs printed from your PC even if it's
later turned off or disconnected.

o Bandwidth Savings: keeps large jobs on the local network, saving internet
bandwidth compared to Cloud Spooling.

« Instant Printing: the release is immediate as the job is already stored on the
printer.

9.5.1 Auvailability

Device Spooling is available on the following terminals:
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¢ MyQ Roger Kyocera CLASSIC
¢ MyQ Roger Kyocera NEW
¢ MyQ Roger Ricoh

Device Spooling is not currently available on MyQ Roger HP devices.

9.6 Printer Configurations

In the MyQ Roger web server, go to Administration > Printer Configurations to
manage your printer configurations.

Printer Configurations  Manage your printer configurations = \Bessie | &

Display name Login methods SNMP version SNMP port

Default printer configuration  Default X=X 3 161

Every tenant has a Default printer configuration profile (previously known as
Device Settings). It contains multiple device settings such as login methods, SNMP
settings, etc., and it is automatically assigned to all the printers in the tenant.

Administrators can create new printer configurations if a paid license with this
feature is applied to the tenant.

The Default printer configuration cannot be deleted, however, if you have the
option for multiple printer configurations, you can select which one will be the
default.

9.6.1 Creating a New Printer Configuration

This option is only available if the paid MyQ Roger Cloud Print Management subscription
edition is applied to the tenant.

e To create a new printer configuration, click Create new printer configuration
in the upper-right corner.
In the pop-up window, configure the settings for your new printer
configuration profile. Details for the various settings tabs can be found below.
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Editing a Printer Configuration

e The MyQ Roger administrator can configure a printer configuration profile by
clicking on it. There are multiple tabs with available settings. The configuration
can be deleted using the trashcan symbol.

General Tab

In the General tab, the MyQ Roger administrator can:

¢ Change the Name of the printer configuration profile.
¢ Mark the profile as the Default configuration to be used. (This only applies to
higher paid license where multiple printer configurations are available.)

Edit: Kyocera Printer Configuration I} X
General Login Ready To Print SNMP Job Release Scanning Miscellaneous
Name *
Kyocera Printer Configuration Default

X Cancel ‘ [ @ Save

e Click Save to save your changes.

Deleting a Printer Configuration
To delete a printer configuration,

e Click Actions next to it and select Delete.
e Click Yes in the confirmation pop-up window.
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Are you sure?

Do you really want to delete printer
configuration 'Kyocera Printer
Configuration™?

9.6.2 LoginTab

In the Login tab, you can configure the Allowed Login Methods and the Admin
Mode.

Edit: Default printer configuration X
General Login Ready To Print SNMP Job Release Scanning Miscellaneous Kyocera
Ricoh
Allowed Login Methods Admin Mode

PIN
PIN* 9555
Cards*
QR code* Default screen on
terminals
User Credentials
QR code v

‘ X Cancel ’ ‘ @) Save ]

e Under Allowed Login Methods, check the boxes next to the login methods
you want to set for your users (Select at least one option):
o PIN*
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o Cards*
©o QR code*
o User Credentials
¢ Under Admin Mode, set a PIN (1087 by default) to be able to use the Admin
Mode on your devices.
e Under Default screen on terminals, choose which login screen (QR code by
default) will be shown by default on your terminals (Note that each brand has

different defaults for login screens and may not require further configuration).
o PIN

o Card
o User Credentials
o QR code
o Last used screen
¢ Click Save to save your changes.

9.6.3 Ready to Print Tab

In the Ready to Print tab, you can configure the expiration period before device
spooled jobs are deleted.

« In the Expiration Period field set the desired time in minutes.
The minimum is 10 minutes, and the default is 240 minutes.
e Click Save to apply your changes.

Edit: Default printer configuration X
General Login Ready To Print SNMP Job Release Scanning Miscellaneous Kyocera
Ricoh

Device Spooled Jobs Settings

Expiration Period:

240 Minutes

X Cancel ‘ [ @ Save
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9.6.4 SNMP Tab

IF SNMP settings are incorrectly set, jobs might not be able to be released!

Since MyQ Roger Client for Windows patch 1, SNMPv3 is used by default.

e To use SNMPv3, you have to properly define the settings in both the
device and your tenant.

e To set the SNMP to version 2 on your tenant without any further setup
and release jobs easily.

If the settings are incorrect, MyQ Roger Client will not be able to find the
printers and release jobs.

In the SNMP tab, you can configure SNMP.

¢ If you set the SNMP Version to 2, no further settings are needed (unless you
want to also change the SNMP port).

Edit: Default printer configuration

General Login Ready To Print SNMP Job Release Scanning Miscellaneous Kyocera

General
SNMP Version

2

SNMP Port *

161

¢ If you set the SNMP Version to 3, more settings become available:
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Edit: Default printer configuration X
Genera Login Ready To Print SNMP Job Release Scanning Miscellaneous
General
SNMP Version

3 v
SNMP Port *
161
Authentication Privacy
Protocol * Protocol *
MD5S v DES v
Username * Password *
admin
Password *

Context

Add same as device

¢ In Authentication:
o Select an authentication Protocol from the list: MD5, SHA1, SHA256,
SHA384, SHA512.
o Add the Username for the authentication.
o Add the Password for the authentication.
e In Privacy:
o Select a privacy Protocol from the list: DES, AES128, AES192, AES256.
o Add a Password.
o Add a Context.
This should be the same both here and on the device; otherwise, printing
might be stopped.
Context is an identifier For the data being communicated and is added as
an extra security step.
e Click Save to apply your changes.

9.6.5 Job Release Tab

In the Job Release tab, you can configure job release settings.
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Create new printer configuration T X

General Login Ready To Print SNMP Job Release Scanning InstaPrint Miscellaneous

Job Release Settings

Protocol

IPPS v

IPPS
Port

161

Validate Trust

Validate Hostname

X Cancel

Available Protocols

When configuring job releases, choose the protocol that best fits your network
security requirements:

* RAW: A standard, high-speed printing protocol. It is simple to configure but
does not encrypt data, making it best suited for secure, internal networks.

 IPPS: An encrypted version of the Internet Printing Protocol. It uses SSL/TLS
certificates to ensure that print jobs remain private and secure while traveling
across the network.

Job Release Settings

¢ Protocol: Select between RAW (standard) and IPPS (secure).

e Port: Enter the port number used by your printer for the selected protocol
(Normally Port 9100 for RAW or Port 443/631 for IPPS).

¢ Validate Trust: Enable to ensure the printer's security certificate is issued by a
trusted authority (available for IPPS only).

» Validate Hostname: Enable to verify that the printer's network address
matches the name on its security certificate (available for IPPS only).
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9.6.6 Miscellaneous Tab

In the Miscellaneous tab, you can configure the number of recently used workflows
to be displayed on the terminal.

¢ In the Default recent workFlows count field, specify the number of recent
workflows to display on the terminal.

Edit: Default printer configuration

General Login Ready To Print SNMP Job Release Scanning Miscellaneous Kyocera

Ricoh

Miscellaneous settings

Default recent workflows count

2

X Cancel ‘ [ @ Save

e Click Save to apply your changes.

9.6.7 Kyocera Tab

O The Kyocera tab is only visible if your tenant has a Kyocera printer.

In the Kyocera tab, you can configure the time to keep the session on a terminal
active when the terminal is not responding.

¢ In the User inactivity period on the terminal before the timeout occurs field
add the desired time (in seconds). The default is 300 seconds.
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Edit: Default printer configuration

X
General Login Ready To Print SNMP Job Release Scanning Miscellaneous Kyocera
Ricoh
Kyocera
User inactivity period on the terminal before the timeout occurs:
30 Seconds

X Cancel ‘ [ @ Save

e Click Save to apply your changes.

9.6.8 Scanning Tab

In the Scanning Tab you can configure the Scan to email settings.
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Edit: Default printer configuration

General Login Ready To Print SNMP Job Release Scanning
Ricoh
Scan to email settings
Preferred delivery method
Cloud REST API v
For users without cloud e-mail access
Use device SMTP v

MyQ Roger Server Administration

Miscellaneous Kyocera

X Cancel ‘ [ @ Save

@

ROGER SERVER

A ‘ @ e O

USER PRINTER

1. User logs in on device.

2. Device requests an access token from Roger.
3. Roger requests a token from Graph API.

4. Graph API returns a token to Roger.

MICROSOFT GRAPH

Select a Preferred delivery method and a secondary method For users without
cloud e-mail access.

Scan to email is performed according to the following protocol:

&

RECIPIENT
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5. Roger returns the token to the device.
6. Device sends an email directly to Graph API.

7. Graph API delivers email to recipient.

To use Cloud REST API the user must have their OneDrive connected in their Settings. For
more information, see My Settings (see page 162).

9.6.9 Ricoh Tab

The Ricoh tab is only visible if your tenant has a Ricoh printer.

In the Ricoh tab you can enable/disable and edit the Admin sender email when scans
are sent to email via a Ricoh device. This is the email which scans sent from the device
will be shown to be sent from.

¢ If Use Admin sender email is enabled and the Sender email is not edited, the
device admin email will be used.

¢ |If Use Admin sender email is enabled and the Sender email is edited, the
specified email is used.

Edit: Default printer configuration X
General Login Ready To Print SNMP Job Release Scanning Miscellaneous Kyocera
Ricoh
Ricoh

Use Admin sender email

Sender email

sender@mycompany.com

X Cancel ’ ‘ @ Save ]
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9.7 My Settings

Go to Administration > My Settings to manage Cloud Services settings and settings
related to PIN and cards.

9.7.1 Cloud Services

In the Cloud Services tab, sign in to your cloud services and manage consents.

Settings sho h application 9 = Q0 \Bessie ‘”

nnnnnnnnnn

© = =

9.7.2 PIN and Cards

In the PIN and Cards tab users can reset their own PIN and add or delete Cards, if
they were granted the necessary permissions by the administrator (Administration >
PIN and Cards > Add Cards, or > Delete Cards, or > Reset PIN).

Settings o Jtion setting = 0 \Bessie ‘

e Toreset the PIN,
o Type the new one in the PIN field, click Actions, and then Reset PIN.
The reset happens immediately.
e To add new cards, type the card numbers, separated by comma (,)
o In the Cards field and then click Add Cards.
o Click on the Save all button in the upper-right corner to save your
changes.
e To delete a card,
o Click on Actions next to the card and then Delete.
o Click on the Save all button in the upper-right corner to save your
changes.
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9.7.3 Desktop Clients

From Administration > My Settings > Desktop Clients users can download the
default version of Desktop Client for Windows or macOS. More information is
available in Desktop Clients (see page 83) (this option may not be visible depending on
your license type).

Settings  sho hange application setting: = \Bessi ‘l‘

9.8 Settings

In the MyQ Roger web server, go to Administration > Settings to manage general
application settings.

9.8.1 General Tab

¢ In the General tab, you can configure the following settings:

Settings

General Appearance User management Security Login Cloud Storages

Timezone

Select a Timezone v

Default currency

EUR v

Default currency decimal places

2

Default language

&5 English v

o Timezone - Select a timezone from the drop-down menu.

o DefFault currency - Select a currency from the drop-down menu.

o Default currency decimal places - Set the number of digits to be used
after the decimal point.
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o Default language - Select a language from the drop-down. The selected
language is going to be used on MyQ Roger embedded terminals.
Consult the relevant brand guides for any further configuration.

a To change the language of the MyQ Roger web server U, click on the flag in the main ribbon.

¢ Click Save all in the upper-right corner to apply your changes.

9.8.2 Appearance Tab

In Administration > Settings, in the Appearance tab, you can choose to enable or
disable the avatar (Bessie) across all platforms, and you can upload a new logo to
replace the MyQ Roger web server Ul logo (in the upper-left corner).

General Appearance User management Security Login Cloud Storages

Other Settings
Show avatar

Application Logo

Choose a file

No file chosen

Clear

e Enable or disable Show avatar to choose whether or not to see the Bessie
avatar in the web, mobile app, terminal, and desktop clients.
e To set a custom application logo,
o Click Choose a File to browse for your new logo file.
The file should be in JPG/JPEG/PNG/GIF format with a maximum 30KB
size and 139x35 pixel resolution.
o Once done, click Upload and then click Save all in the upper-right corner
to apply your changes.
o Click Clear to remove the uploaded file and revert to the default MyQ
Roger logo.
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9.8.3 User Management Tab

In Administration > Settings, in the User management tab, you can manage the
following user-related settings:

General Appearance User management Security Login Cloud Storages

Form-Based Registration

Allow users to register to the system.

Cookie consent

Cookie consent enabled

Session Timeout Control

Session Time Out Control Enabled

Other Settings
Email confirmation required for login.

Include desktop client download links in welcome email
Anonymization period

30

Profile

Allow users to use Gravatar profile picture

e The User management settings include:

o Form-Based Registration - Mark the Allow users to register to the
system checkbox to allow self-registration. If unchecked, users can only
be added by the MyQ Roger administrator.

o Cookie consent - Mark the Cookie Consent checkbox to display the
cookie consent message.

o Session Timeout Control - Mark the Session Time Out Control
checkbox to terminate a session after a specific time.

o Other Settings -

¢ Enable the Email confirmation required for login checkbox to
confirm their email address before logging in.

e Enable Include desktop client download links in welcome email
to include links to your default versions of Desktop Client in all
welcome emails. Learn more about this option in Desktop
Clients (see page 83) (this option may not be visible depending on
your license type).
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o Profile - Mark the Allow users to use Gravatar profile picture checkbox
so users can use Gravatar for their profile picture (see page 47).
e Anonymization period - allows you to select how many days after deletion a
user is anonymized.
e Click Save all in the upper-right corner to apply your changes.

9.8.4 Security Tab

In Administration > Settings, in the Security tab, you can manage MyQ Roger’s
security settings, and then use Save all in the upper-right corner to save your
changes.

Password complexity

* In the Password complexity section, specify the security options for the
password:

General Appearance User management Security Login Cloud Storages

Password complexity

Use default settings

Required length

o Use default settings - Check the box to use the default security settings
(all boxes checked, required length = 8).

o Require digit - Check the box so that the password must contain digits.

o Require lowercase - Check the box so that the password must contain
lowercase values.

o Require non-alphanumeric - Check the box so that the password must
contain special characters (*,%,#, etc.).

o Require uppercase - Check the box so that the password must contain
uppercase values.

o Required length - Specify the minimum password length.
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PIN Settings

PIN settings
PIN length

4

PIN density

20

¢ PIN length - Set a number for the minimal PIN length.
* PIN density - Set the percentage for PIN density. When the density of all PINs
reaches this level, the length of all new PINs will be increased by 1.

User Lock Out

User Lock Out

Lock the user account after a number of failed login attempts
Maximum number of failed login attempt count before locking the account

9

Account locking duration (as seconds)

10

* Lock the user account after a number of Failed login attempts - Check the
box to enable user account lockout. If enabled, the following settings become

available.
¢ Maximum number of failed login attempt count before locking the account

- Specify the number of the failed login attempts before the account is locked.
¢ Account locking duration (as seconds) - Specify the amount of time the
account is locked for (in seconds).

Two Factor Login

Two Factor Login

Enable two factor user login

Allow to remember browser. If you allow this, users can select to remember browser to skip second time two factor login for the same browser.

e The Two Factor Login section is visible only if the Host administrator (global
admin for all tenants) has globally enabled two-factor authentication. For
further details, check Two-Factor Authentication (see page 42).
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Cloud Storages
Cloud Storages

Allow users access cloud storage in device when weak PIN authentication is used.

* In the Cloud Storages section, mark the checkbox if you want to Allow users
access cloud storage in device when weak PIN authentication is used.

9.8.5 Login Settings Tab

In Administration>Settings in the Login tab, you can alter the login methods.

General Appearance User management Security Login Cloud Storages

Login methods

Sign in with MyQ.
Sign in with Apple.
Sign in with Google.

Sign in with Microsoft.

These login methods are used for the web, desktop client, and mobile application
interfaces.

Warning!
Disabling Sign in with MyQ may result in loss of admin access.

9.8.6 Cloud Storages Tab

Please be aware that MyQ Cloud Storage is a preview feature available until
December 31, 2025. During this period, storage is limited to 100GB per
tenant per month. Moving forward, additional fees may apply for the
continued use of this feature.
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In Administration > Settings, in the Cloud Storages tab, you can manage cloud
storage settings.

General Appearance User management Security Login Cloud Storages

Google Drive

Use Google Drive Folder Cache

SharePoint

List followed sites only

Graph API
Enable On-Behalf-Of token flow

© Admin consent required

[Z Grant admin consent

Access to Third-Party Cloud Storage

Allow third-party cloud storage for managed users

Allow third-party cloud storage for non-managed users

MyQ Cloud

Store print jobs in MyQ Cloud
Limit the maximum file size (MB)

100

 In the Google Drive section, you can enable or disable the Google Drive
Folder Cache feature.

¢ In the SharePoint section you can choose to List Followed sites only.

¢ In the Graph API section, you can enable On-Behalf-OF token Flow. This can be
necessary in cases where strict Azure policies prevent an access token
generated by Desktop Client from being refreshed by the Server. With on
behalf of, the token is generated on our server on behalf of desktop client and
should be refreshable. Additionally, this option allows Roger to access a user's
SharePoint/OneDrive files without requiring them to sign in a second time. To
use On-Behalf-OFf token flow, an administrator must grant consent for the
application to access the Microsoft Graph API on behalf of users. Click Grant
admin consent to provide admin consent.

¢ In the Access to Third-Party Storage section, you can select which types of
users have access to third party storage such as Google Drive. Managed users
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are those synced from Entra ID, non-managed users are those created via
another method.

¢ In the MyQ Cloud section you can enable or disable the storage of jobs in the
MyQ Cloud and limit the maximum File size. Read more about MyQ Cloud
storage in the Roger Client Guide.
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10 System

Under System in the left-side menu, the MyQ Roger administrator can:

¢ View MyQ Roger audit logs (see page 171).
¢ View MyQ Roger application version information and find helpful links (see page
172).

10.1 Audit Logs

In System > Audit Logs, the MyQ Roger administrator has a full overview of MyQ
Roger audit logs.

AuditLogs overvie = 0 N
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You can search for a specific log by:

» Typing a keyword in the Search fFor keyword field and clicking Search, or you
can further refine your search with the following:
o Choose atime from the time drop-down or click on the calendar icon to
select a specific date.
o Choose a specific user from the User drop-down.
o Choose from the Activity level drop-down:
e Important
¢ Noteworthy
e Useful
e Minor
e Trivial
o Choose a severity Level:
Debug
Information
Warning
e Error
e Fatal
o Mark the Show system logs checkbox.
e Clicking on any displayed log displays additional log details.
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10.2 About

In System > About, you can find information about the MyQ Roger application
version you are using, as well as the following helpful links:

About About MyQ Roger

Application Version: v217.0.748
7/31/2025

y’ Release Notes

g Documentation
m Linkedin

"o

roger  MyQ - Roger

e Release Notes' - Link to the Release Notes page in the MyQ Roger online
documentation.

e Documentation™ - Link to the MyQ Roger Server Administration guide in the
MyQ Roger online documentation.

e LinkedIn™- Link to MyQ's LinkedIn page.

e MyQ Roger™ - Link to the MyQ Roger website.

12. https://redirect.myq.cz/?id=roger.server.releaseNotes
13. https://redirect.myq.cz/?id=roger.server.help

14. https://www.linkedin.com/company/mygsolution/

15. https://redirect.myq.cz/?id=roger.webSite
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11 Troubleshooting

The following section can help you to troubleshoot common problems when using

MyQ Roger, obtain logs, and complete the correct procedures when accessing

support.

11.1 Basic Networking

The following network connectivity must be open to allow the communication

required by individual MyQ Roger and 3rd party services.
Choose the MyQ Roger server depending on your region (EU, EU2, US).
Any sub-addresses must be allowed too (for example not only https://

eu.roger.myq.cloud but also https://eu.roger.myq.cloud/web).

PC with MyQ Roger Client (MRC)

Target Hostname Protocol
MyQ Roger https://eu.roger.myq.cloud HTTPS
server https://eu2.roger.myq.cloud

https://us.roger.myq.cloud

Region https://discovery.myq.cloud/regions HTTPS
discovery
Event Bus amgps://eu.amgp.myq.cloud AMQP

amgps://eu2.amqgp.myq.cloud
amgps://us.amqgp.myq.cloud

Printer Printer hostname SNMP

SNMP

Printer Job Printer hostname RAW

release IPPS
Device
spooling
RAW

16. https://eu.roger.myq.cloud/

Port

443

443

5671

161,
162

9100
10012
10012
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Login via
Microsoft

Login via
Google

Printer

Target

MyQ Roger Server Administration

https://learn.microsoft.com/en-us/
microsoft-365/enterprise/urls-and-ip-address-
ranges?view=0365-worldwide

Please check Google's requirements
https://support.google.com/a/answer/2589954

Hostname

MyQ Roger server  https://eu.roger.mygq.cloud

https://eu2.roger.myq.cloud
https://us.roger.myq.cloud

Region discovery https://discovery.myq.cloud/regions

Event Bus

amgqps://eu.amqgp.myq.cloud
amgps://eu2.amqgp.myq.cloud
amgps://us.amqgp.myq.cloud

Terminal log upload mqrgstorageaccount.blob.core.windows

.net

rgeu2st.blob.core.windows.net
rguse2storageaccount.blob.core.windo
ws.net

Microsoft Universal https://*.print.microsoft.com/

Print

MyQ Roger Mobile App

Target

Hostname

MyQ Roger server  https://eu.roger.myq.cloud

https://eu2.roger.myq.cloud
https://us.roger.myq.cloud

Region discovery https://discovery.myq.cloud/regions

Protocol

HTTPS

HTTPS

AMQP

HTTPS

IPPS?

Protocol

HTTPS

HTTPS

Port

443

443

5671

443

443

Port

443

443
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11.2 Status of MyQ Roger Services

You can view the real-time status of MyQ Roger components here https://
status.myq.cloud/.

Check live and historical data related to MyQ Roger system’s performance and see if
there is a planned or unplanned outage or scheduled maintenance. From the main
status page, you can:

¢ View the current status.
¢ Review past incidents.
e Subscribe to updates.

The Service Status link on any page returns you to the main status page.

myo
ftsemer | service staws sory  vanage swserpion ([
All systems are go!
(® EUDataCenter 100% @ (® EU2 DataCenter 99.98% @ (® US DataCenter 100% @
Landing Page 99.99% @ Discovery 100% @ Telemetry 100% @
Recent Notices...
Resolved
EU2 RabbitMQ Unexpected Downtime Landing Page Acting Up? No Worries!

& Uptime Impact: 13 minutes and 44 secon ds /A Uptime Impact: 1 minute and 4 seconds

We are currently investigating the issue. Updates will be shared as soon as ® We've noticed that our landing page might not be loading correctly. Our
possible. monitoring system has flagged a potential issue, but don't worry—this
doesn't affec...

11.2.1 Current Status

There is information about each datacenter (EU, EU2, US) and its components at the
top of the page. You can select your corresponding datacenter and click the plus (+)
icon next to its name to expand it and view each component. If there is downtime, it

will be marked.

(® EU DataCenter 100% @ B (® EU2 DataCenter 99.9% @ 8 (® US DataCenter 100% @ ®

Expanding DataCenter Details

e To expand any Datacenter’s details, click on the + (plus) icon next to the
DataCenter or click on the Percent value. Each DataCenter displays the status
of its Web Site, API and AMQP services.
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¢ To collapse this list, click on the - (minus) icon next to the DataCenter.

Viewing DataCenter Details

To expand the details for any DataCenter:

1. Click on any Percent value for either Web Site, APl or AMQP to go to a MyQ Roger

page for that entry, which displays the Metrics for that service (30 days by default).

AMQP

Metrics
Sun, 9 Feb—Tue, 11 Mar

Uptime Total Impact Time

99.96% 13 minutes, 44 seconds

o Ix

2. Click on the time value and select of the following:
a. 7 Days
b. 30 Days
¢. 3 Months
d. 6 Months
e.1Year

f. Custom

To specify a different time value, click Custom.

300Days v

[ Custom v ] 02/09/2025 03/11/2025 m

3. Once a time range has been specified, click Apply to filter the metrics for that

DataCenter.
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Viewing Additional Metrics

Click on any Percent value for either Landing Page, Discovery or Telemetry takes
you to the MyQ Roger page for that entry, displaying the Metrics for the time range
(by default 30 days).

Uptime Total Impact Time Mean Time to Recovery

99.96% 13 minutes, 44 seconds -

— X
The metrics for Landing Page, Discovery or Telemetry include:

e Uptime: By percentage

Total Impact Time: In minutes and seconds.

Mean Time to Recovery: In minutes and seconds.

Mean Time Between Failures: In days and hours.

Notices: This value indicates how many incidents have occurred in this period.

11.2.2 Recent Notices

On the main status page, beneath the component statuses, there are panels with
summaries of recent incidents. Clicking inside any incident panel displays additional
details about that incident.

s A

EU2 RabbitMQ Unexpected Downtime

{\ Uptime Impact: 13 minutes and 44 seconds

We are currently investigating the issue. Updates will be shared as soon as
possible.

EU2 DataCenter

View notice =

\ J

The details include:

e The incident status (for example, Resolved/Unresolved).

The time and date of the status update.

The incident name (for example, EU2 RabbitMQ Unexpected Downtime).
The Uptime Impact duration in hours, minutes and seconds.

A brief description of the issue.
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e The affected component/s (For example, EU2 DataCenter).

¢ A link to view all available details of this incident.

Recent Incident Details

To view details, click View notice to see the incident summary. The Incident

Summary page includes:

myQ
roQer  Service Status

MyQ Roger
EU2 RabbitMQ Unexpected Downtime

A\ Uptime Impact: 13 minutes and 44 seconds

Resolved

| Incident Summary

Date: Today

Duration: 12:40 - 13:20 (Time Zone)

Affected components

EU2 DataCenter
AMQP

Impact:

RabbitMQ services experienced memory depletion, leading to the locking of
virtual host exchanges.

c to port 5671 to instability, the failure.

Removing the load balancer to mitigate issues resulted in visible downtime for
customers

We sincerely apologize for the disruption this caused. We understand the importance
of service availability and deeply regret any inconvenience to our users and teams.

Resolution

¢ Resolution status (For example, Resolved).
¢ Incident Summary
o Date of the incident.
o Duration in hours and minutes (with specified Time Zone)
o Impact: A description of the incident.
o Affected components
o The name of the DataCenter and its component(s) (For example: Web
site/API/AMPQ).

Additional incident information follows:

¢ Resolution
¢ Root Cause Analysis
e Corrective & Preventive Measures

11.2.3 Previous Notices

At the bottom of the main status page is the Previous Notices section, which shows
the time and date of the last incident, as well as a link to go to the History page for all
previous incidents.
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Previous Notices

Last incident at 12:22 UTC - 11 March 2025

History for MyQ Roger -

Click the History for MyQ Roger link to see the older incidents.

MUQ Racer Hictor 2025 2024
T o Mar Feb Oct >
March 2025
T March 2025
EU2 RabbitMQ Unexpected Downtime Landing Page Acting Up? No Worries!
N Uptime Impact: 13 minutes and 44 seconds A Uptime Impact: 1 minute and 4 seconds
We are currently investigating the issue. Updates will be shared as soon as We've noticed that our landing page might not be loading correctly. Our
possible. monitoring system has flagged a potential issue, but don't worry—this
doesn't affec...
EU2 DataCenter
View notice = e
View notice -

Appearing at the top right of the History page is a calendar. Here, you change the
month being viewed (the green dots indicate incidents for that month, greyed out
months do not have any incidents), You can use either the arrow buttons (< or >) or
use the scroll bar to move the range.

2025 2024
Mar Feb Oct >
o0co o o

11.2.4 Subscribe to Updates
To receive service status notifications:
1. Click the Subscribe in the top right corner, enter your Email address, and click Start
subscription. You are informed that a secure link has been emailed to you.
2. 0pen the email and click on the Sign in to MyQ Roger button, which opens a new tab
with the main service status page displaying your user icon at the top.

3. Clicking Already subscribed? takes you to the Find Your Subscription panel.
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4. To manage an existing subscription, click the Manage Subscription link at the top right
to display the Find Your Subscription panel. Enter your Email address and click Find
Subscription. The Check Your Inbox panel displays informing you that a secure link

has been emailed to you to manage your preferences.

Subscription Preferences

After you are subscribed, there is a menu beside your user icon, which displays
Preferences and a Sign out option.

1. Click Preferences to choose via which channels you would like to receive notifications.

The following services are available: Slack, Microsoft Teams, or Google Chat.

How would you like to be notified?

B8 Email C ©

jg.keszler@gmail.com ¢/

¥ Slack v
@y Microsoft Teams v
(G Google Chat v

Subscribe to other services using the
bell icon on the subscribe button on
the status page.

2. Enable any or all of the following services for your notifications. Complete the
necessary details for whichever services you require. Click Done when finished.
3. If you no longer require notifications, click Unsubscribe completely and then confirm

in the dialog box that appears.
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A

Unsubscribe Completely?

You'll no long receive any status updates from
MyQ Roger, are you sure?

Yes, Unsubscribe Completely

Cancel

Subscribe to Select Components

Before subscribing or at any point after subscription you can choose which

components to receive notifications about.

1. From the main status page, click the bell icon beside any service, to turn notifications

on or off.
(®) EU DataCenter 100% @ = (® EU DataCenter 100% @ B
Landing Page 99.99% ° Landing Page 99.99% ° 8

2. After selecting the desired components, click Save Changes.

11.3 Scans to Email Not Delivered

Scans to email are sent directly from the machine to the customer’s SMTP server. If
you are not receiving scans to your email, there might be an issue with this
connection.

Please note that scans to OneDrive, Google Drive or Box are sent directly to the
cloud storage and are not routed via an SMTP server.

To verify the connection to your SMTP server,

¢ You can use the device's native test function to narrow down if the issue is
caused by MyQ Roger or directly by the machine or the SMTP Server.
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The Test result should be OK. If not, it means the device cannot access your SMTP
server.

e Check the address, username and password, TLS settings or logs from the
SMTP server itself.

11.3.1 Kyocera

1. Open the Command Center RX at the device address and go to Function Settings > E-
mail.
2. Tap the Test button to the right of Connection Test.
Device Information /
Eo T @Ay ’r Function Settings : E-mail
’ Job Status SMTP

- SMTP Protocol : On
Document Box
Settings must be made in SMTP (E-mail TX).

Address Book Protocol

SMTP Server Nome : |smrp.compur‘yAcom
| Fo? Device Settings
To specify the ssrvar noms by domain nams, s DNS

server. TCP/IP
E Function Settings R —
_ SMTP Port Number : |465 ‘ (1-65535)

Common/Job Defaults

SMTP Server Timeout : |15 lseconds
Copy Authentication Protocol : | On v |
Printer Authentication as: | Other v |
E-mail Login User Nams : Ismrp_user@compcnycom l

Login Password : | ................ ‘

Scan to Folder

SMTP Security : TLS
FAX

Maks settings here. Protoco

Send and Forward T —

Connection Test : ‘ Test ‘

The result should be “Connection OK".

11.3.2 Ricoh

Ricoh devices don’'t seem to have an option to test a SMTP connection on their Web
Ul; however, there is another option on the device panel.

1. Use the Admin menu to disable the MyQ Roger application and open the native device

screen as Admin.

Machine Features Settings

Each application's settings and system settings of the machine can be set.
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2. Navigate to Settings > System Settings and then e-mail settings (exact location will

depend on the device model).

¢ System Settings

3. Open the SMTP Server setting and tap the Connection Test button.

General Tray Paper Timer Interface File Adr
Features Settings Settings Settings Transfer
Ermail Comnr

SMTP Server 10, 14,5, 98 Ermail Reception Inte

Connection Test

11.3.3 HP

1. Login as administrator to the machine’s Web Ul and navigate to Scan to Email Settings
> Default Job Options.
2. Select your SMTP server and tap Edit.
Outgoing Email Servers (SMTP)

smtp.office365.com

it =
3. Continue with Next buttons to the very end of the setup where is the option to Send

Test Email.

Send Test Email:

11.3.4 Panel Scan Test

If the test connection is OK but the emails from MyQ Roger still don’t arrive, try the
scan directly from the machine.
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» After logging a user in MyQ Roger, use the Unlock panel function (or using the
Admin menu to login as Admin). This will open the native environment of the
printer.

e Do ascan and have it sent to your email. This scan is sent directly from the
machine to your email, via the SMTP server.

If the email doesn't arrive, the issue is likely with the SMTP server or the mailbox
itself. On the other hand, if the email does arrive, there might be some issue with
MyQ Roger. In that case, please raise a ticket with the MyQ Roger Support team.

11.3.5 OneDrive Folders Not Visible

If OneDrive folders do not appear after login, check the login method used. PIN-only
login may restrict OneDrive access. Log in using username/password, card, or mobile
instead.

11.4 Getting Logs and Contacting Support

11.4.1 Generating Logs

Providing logs that correspond to your issue are essential when raising a ticket with
MyQ Roger Support.

These are the logs that are available:

e MyQ Roger Desktop Client logs (see page 186)
e Kyocera Terminal logs (see page 187)

¢ Ricoh Terminal logs (see page 189)

e HP Terminal logs (see page 191)

11.4.2 Contacting Support

Some issues cannot be solved by local administrator. In case you require support
from MyQ Roger Support team, please follow the next steps.

Basic Information

To investigate any issue with MyQ Roger, you must provide the following details:

Tenant or Tenancy name

Username (email) to whom the issue happened
Exact time when it happened

Description of the issue

Provide related logs
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You can find the Tenant name and additional user details in the locations shown
below:

e In your phone’s app MyQ Roger > More > Profile.

More Account Vs
O B @ :

. Docume L . More John Doe

@ Profile ° John.doe@myg-solution.com

Username

o]o]
no

Tenancy name

Tenant

¢ In MyQ Roger Client MRC at the top center.

Q MyQ Roger Client

myo roger Tenant: Demo tenant for MyQ HQ - Support User: Jindfich Seda

Username: seda

¢ On a Ricoh printer by tapping the MyQ Roger logo.
¢ On a Kyocera printer by tapping the Admin Menu.
Admin Menu

Version: 2023.11.20.2

Cloud Settings

Datacenter region
Europe

Registered tenant

. A A

* In the MyQ Roger Web Ul, during Log in, the Current tenant name is displayed:

Current tenant: DemoHQS (Change

]
- J

Log in

¢ In the MyQ Roger Web Ul using the cookies (for example when you cannot log
in or cannot read the Tenant name for some reason.
o Press F12 to open the Console and navigate to Application (you might
need to enlarge the panel or use the >> arrows).
o Note the Abp-Tenantld value. In the example shown below: 112.
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‘s [0 Elements Recorder Console Sources Network Performance Memory Application

Application C Y Filter = Only show cd

D Manifest Name Dom...
°¢ Service workers Abp-Tenantld €u.r...
8 Storage Abp.AuthRefreshToken €U.l...
Abp.AuthToken €u.l..
Storage Abp.Localization.CultureName en €u.r...
ApplicationGatewayAffinity 071c3ad4259feb35301c0... | eu.r...
» BB Session storage ApplicationGatewayAffinityCORS 071c3ad4259feb35301c0... | eu.r..
8 IndexedDB G_AUTHUSER_H 0 . u.r...
v @ Tl G_ENABLED_IDPS google .eu.r...

» B8 Local storage

kt_aside_menu_wrapperst 0 €u.r...

@ https://eu.roger.myq.clouc

The MyQ Roger Support team can find the Tenant name based on this
Tenant ID.

Creating a Support Ticket

With the basic information and logs collected, the administrator or MyQ Partner can
raise a ticket with the MyQ Roger Support team.

¢ The preferred method is to go to the Community portal”, then click Support >
Helpdesk and create a new ticket. A MyQ Partner login is required.

Alternatively,

¢ you can send an email to roger@myg-solution.com with all the information
and attached files. This automatically creates a ticket with medium priority.

11.4.3 MyQ Roger Desktop Client

Logs from MRC can be downloaded either by using the MyQ Roger Web Ul, or
manually.

MyQ Roger Web Ul

¢ Login to MyQ Roger Web Ul as a user with admin access rights.
» Navigate to Supervision > Desktop clients and search for the affected
desktop client.
¢ Click Actions > Request Log Download
Telde

Request Log Download

Progress is indicated in the bottom right corner.
e When done, choose Actions > Download Log

17. https://community.myqg-solution.com/
18. mailto:roger@myg-solution.com
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= o
83e5l
Request Log Download

Download Log

Collect Logs in MRC

On Windows

Right-click the MyQ icon in the system tray and go to Logs, Collect Logs. Save the
ZIP file. The file includes the contents of:

e Agent

C:\%userprofile%\AppData\Local\MyQ\MyQ Roger Client\Logs
e Service

C:\ProgrambData\MyQ\MyQ Roger Client\Logs

On macOS
Click the MyQ icon in the menu bar (top right of your screen), and go to ... > Logs >
Collect Logs. Save the ZIP file. The file includes the contents of:

e Agent

/Users/{user}/Library/Application Support/MyQ/MyQ Roger Client/
e Daemon (Service)

/Library/Application Support/MyQ/MyQ Roger Client/

11.4.4 MyQ Roger Kyocera Terminal

There are two ways to obtain logs from the Kyocera terminal:

¢ Online with the Roger Web UI.
¢ Offline, using the device panel and USB stick.

Roger Web Ul

e Login to the Roger Web Ul as a user with an admin role (permission Printers /
Manage printers is required).

¢ Open Printers and find the printer you wish to download the logs from.

e Choose Actions > Request Log Download.
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m Printer 025

View
Edit

« Deactivate
Delete

Request Log Download

Progress is displayed in bubbles at the bottom right.

@ Download Log X @ Info X ® Info X
The request to download the logs has Log download started on Printer Log download completed on Printer
been sent. Please note that the Printer 001

operation may take several minutes to
complete

When the log download is finished, the file itself is stored on the Roger server.

e Request to download it with Actions > Download Log.

View
Edit

<« Deactivate

Delete
Request Log Download

Download Log

The file is encrypted and cannot be opened directly. Please provide it to MyQ
Support with your ticket.

USB drive
To obtain logs from the Classic Roger Kyocera Terminal,

e Tap the MyQ Roger logo on the screen of the device. It will switch to enter
Administrator PIN mode.
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5

myo roger

¢ Enter the Administrator PIN and confirm the login.
¢ You can find the Admin mode PIN in your MyQ Roger settings in Printer
Configurations > Actions, Edit > Login, Admin Mode.

Edit: Default printer configuration

Allowed Login Methods Admin Mode
PIN® 1087
Cards*

The Admin menu will open.

¢ Plugin a USB drive (you might need to format it to FAT32 in order for the
device to accept it)

e Tap the Export log button.

Admin Menu
Version: 2023.11.20.2

Cloud Settings

Datacenter region

Export log >

Registered tenant
mo tenant f MyQ HQ support | Dem

Log Level Unlock panel »

11.4.5 MyQ Roger Ricoh Terminal

There are two ways to obtain logs from the MyQ Roger Ricoh terminal:

189



MyQ Roger Server Administration

¢ Online via the MyQ Roger Web UI.
¢ Using the Ricoh installer.

MyQ Roger Web Ul

¢ Login to the MyQ Roger Web Ul as a user with admin role (permission Printers /
Manage printers is required).

e Open Printers and find the printer you wish to download the logs from.

¢ Choose Actions > Request Log Download.

5 actions - | Priner 025

View
Edit

« Deactivate

Delete

Request Log Download

Progress will be displayed in bubbles at the bottom-right.

@ Download Log % @ Info X (D Info X
The request to download the logs has Log download started on Printer Log download completed on Printer
been sent. Please note that the Printer 001
operation may take several minutes to
complete.

When the log download is finished, the File itself is stored on the MyQ Roger server.

¢ Request to download it with Actions > Download Log.

View
Edit
<« Deactivate
Delete
Request Log Download

Download Log

The file is encrypted and cannot be opened directly. Please provide it to the MyQ
Support with your ticket.
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Ricoh installer

To obtain logs directly from the machine, download them using the MyQ Roger Ricoh
installer. You can download the MyQ Roger Ricoh installer from the Partner portal,
together with the embedded terminal installation package.

¢ If you haven't already, add the device using the red Plus button
e Fillin the IP address or hostname, the administrator Username and Password.

2] @& O B

Version Actions

e Confirm by clicking Add Device.
¢ Click the Download Logs button.

',*_-, Roger Installer For Ricoh - o X
myQ@ roger 5 @ O M@
IP Address Serial Number  Model Status Version Actions
10.14.4.23 Checking c 140X

Download Logs
Wait for the Status to change from Downloading logs to Done.
¢ Click the Open Logs Folder in the top right corner.

myeo roger 9 @ O m
IP Address Serial Number Model Status Version Openiogsioldel
10.14.4.23 3101R810326  IM C3000 Done 2023.12.15 (99) cC 1 &0 X

The Folder with the logs will open. You can find the corresponding file from the
IP address in the name of the file.

¢ 10.14.4.23-1705656797522.zip

11.4.6 MyQ Roger HP Terminal

There are two ways to obtain logs from the MyQ Roger HP terminal:
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¢ Online via the MyQ Roger Web UI.
¢ On the HP device.

MyQ Roger Web Ul

¢ Login to the MyQ Roger Web Ul as a user with admin role (permission Printers /
Manage printers is required).

e Open Printers and find the printer you wish to download the logs from.

¢ Choose Actions > Request Log Download.

m Printer 025

« Deactivate

Delete

Request Log Download

Progress will be displayed in bubbles at the bottom-right.

@ Download Log % @ Info X @ Info X
The request to download the logs has Log download started on Printer Log download completed on Printer
been sent. Please note that the Printer 001
operation may take several minutes to
complete.

When the log download is finished, the File itself is stored on the MyQ Roger server.

¢ Request to download it with Actions > Download Log.

View
Edit

« Deactivate

Delete
Request Log Download

Download Log

The file is encrypted and cannot be opened directly. Please provide it to the MyQ
Support with your ticket.

To obtain logs from an HP device:

1. You can download them in the Web Ul of the device in section Troubleshooting >

Diagnostic Data.
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Information General  Copy/Print  Scan/Digital Send Fax Supplies  Troubleshooting

General Troubleshooting Diagnostic Data

Diagnostic Data

Reset Factory Setting Retrieve Diagnostic Data

Export device information to a file that can be useful for detailed problem analysis. Select the file below and cl

export produc ersi s to a local file. The exported

jand to impro

(® Createzipped debug information file
Generate Debug Data
Clean up debug information

Create device data file

This process could take several minutes.

2. Choose the Create zipped debug information File
3. Mark the Generate Debug Data check box and click Export. It will take some time,
when finished you can choose where to save the exported file.

4. Choose the Create device data file and Export once again.

0 The operation was completed successfully.

Logs from an HP device can be downloaded also from the HP Command Center. You
might need to contact your HP partner for access authorization.

11.5 Entra ID Permissions

The MyQ Roger Entra ID App integrates with Microsoft 365 services (Microsoft Graph
and Universal Print) to enable secure printing, file handling, and communication
features for users. It requires specific permissions to operate on behalf of users and,
in some cases, as an application (background service) to perform printing and device
management tasks.

11.5.1 Types of Permissions

Entra ID distinguishes between two types of permissions:

¢ Delegated permissions — used when a signed-in user interacts with the app.
The app acts on behalf of that user and only access data the user can access.
o Application permissions — used by background services or daemons without
user interaction.
These require admin consent.
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Microsoft Graph (User and File Access)

Permission

User.Read

openid, profile, email

offline_access

Files.Read.Selected

Files.ReadWrite

Type

Delegate
d

Delegate
d

Delegate
d

Delegate
d

Delegate
d

Description

Sign in and read
user profile

Standard OpenID
Connect
permissions

Maintain access to
data you've
granted

Read files that the
user explicitly
selects

Full access to
user’s files

MyQ Roger Server Administration

Admin
Consen

L .
qumr

No

No

Purpose

Allows the app
to identify the
current user.

Enable secure
sign-in and
basic identity
info (name,
email).

Allows
background
refresh of
access tokens
without re-
login.

Lets the app
open individual
files chosen by
the user.

Allows reading
and modifying
files in
OneDrive or
SharePoint.
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Permission

Files.ReadWrite.AppFol

der

Files.ReadWrite.All

Sites.ReadWrite.All

Mail.ReadWrite

Mail.Send

Type

Delegate
d

Delegate
d

Delegate
d

Delegate
d

Delegate
d

Description

Access to app-
specific storage

Full access to all
files user can
access

Edit or delete
items in all site
collections

Read and write

access to user mail

Send mail as user

MyQ Roger Server Administration

Admin
Eonsen

Requir
edcI

No

No

No

No

No

Purpose

Used for
storing app
configuration
or temporary
files.

Required for
advanced
integration
with user file
storage.

Needed for
working with
SharePoint
document
libraries.

Used for email
notifications
and tracking
user messages.

Allows the app
to send
notifications on
behalf of the

user.
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Permission

Printer.Create

Printer.Read.All

Printer.ReadWrite.All

Printer.FullControl.All

PrinterShare.ReadWrite.All

PrintJob.Read.All,

PrintJob.ReadBasic.All

PrintJob.ReadWrite.All,
PrintJob.ReadWriteBasic.All

Type Description

Delegated Register
printers

Delegated Read printer
/ information
Application

Delegated Read and

/ update

Application printer
settings

Delegated Full
managemen
t of printers

Delegated Read and
modify
printer
shares

Application Read print
job details

Application Manage
print jobs

MyQ Roger Server Administration

Admin

Conse

nt Purpose

Requir

ed

Yes Enables adding
new printers to
the
organization.

Yes Lets the app
view printer
configuration.

Yes Allows
configuration
changes and
updates.

Yes Required for
advanced
administrative
operations.

Yes Enables
management
of shared
printers.

Yes Required to
monitor and
report job
status.

Yes Allows

managing print
jobs in the
queue.
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Permission

PrintJob.Manage.All

PrintSettings.Read.All

Type

Description

Application Advanced

print job
operations

Application Read

tenant-wide
print
settings

PrintTaskDefinition.ReadWr Application Manage

ite.All

Universal Print Permissions

Permission

Printers.Create

Printers.Read

PrinterProperties.Read

Write

Type

Delegated

Applicatio
n

Applicatio
n

print task
definitions

Description

Create (register)
new printers

Read printer
metadata

Read/write
printer
properties

Admin
Conse
Rg uir
edcI

Yes

Yes

Yes

Admin
Consen

|t2 .
egqmr

Yes

Yes

Yes

MyQ Roger Server Administration

Purpose

Enables
deleting,
rerouting, or
updating print
jobs.

Needed for
reading central
print policies.

Used to define
and handle
print
processing
logic.

Purpose

Allows printer
registration in
Universal Print.

Retrieve
printer details
across the
tenant.

Update printer
configuration
(e.g., defaults).
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Admin
.. .. Consen
Permission Type Description t . Purpose
Requir
ed
PrintJob.Read Applicatio Read print job Yes Access job data
n metadata and for tracking or
payload auditing.
PrintJob.ReadWriteBasi Applicatio Read and write  Yes Manage print
(d n job metadata job state and

basic info.

11.5.3 Consent and Administration

e Permissions marked Yes under Admin Consent Required must be approved by a
Global Administrator or Privileged Role Administrator.

¢ Once consented, all users in the tenant can use the app without further
prompts.

e Consent is granted for the organization: Example Organization Ltd. indicates
that consent was granted for this publisher by your organization.

11.5.4 Quickly Grant or Reapply Consents for Administrators —
links.myq.cloud

Microsoft organization administrators can grant or reapply the required consent
permissions for the MyQ Roger application using a temporary quick-access page at
links.myqg.cloud™. It outlines how to retrieve the Entra ID Tenant, choose the

appropriate consent link (Basic, Universal Print, or MDM scopes), and approve the
permissions for successful integration.

19. https://links.myq.cloud/
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< C 25 links.myq.cloud/?test

Sian In

Enter Tenant D c9e88d5¢-31dd-480e-aab5-a | Submit |

98
o
)

11.5.5 Security Notes

¢ The app adheres to the Microsoft Graph API permission model and requests
only the scopes needed for core functionality (printing, file access, email
notifications).

o Administrators can review granted consents at any time under Azure Portal >
Microsoft Entra ID > Enterprise Applications > MyQ Roger > Permissions.
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12 Business Contacts

MyQ® MyQ@® spol. s r.o.
Manufacturer Harfa Business Center, Ceskomoravska 2532/19b, 190 00
Prague 9, Czech Republic

IDno.61506 133
MyQ® spol. sr.0. is registered in the Commercial Register at
the Municipal Court in Prague, file no. C 29842 (hereinafter as

llMyQ®")
Business http://www.myg-solution.com
information info@myg-solution.com?®

Technical support support@myg-solution.com?

Notice MANUFACTURER WILL NOT BE LIABLE FOR ANY LOSS OR
DAMAGE CAUSED BY INSTALLATION OR OPERATION OF THE
SOFTWARE AND HARDWARE PARTS OF THE MyQ® PRINTING
SOLUTION.

This manual, its content, design and structure are protected by
copyright. Copying or other reproduction of all or part of this
guide, or any copyrightable subject matter without the prior
written consent of MyQ® is prohibited and can be punishable.

MyQ® is not responsible for the content of this manual,
particularly regarding its integrity, currency and commercial
occupancy. All the material published here is exclusively of
informative character.

This manual is subject to change without notification. MyQ® is
not obliged to make these changes periodically nor announce
them, and is not responsible for currently published
information to be compatible with the latest version of the
MyQ® printing solution.

20. mailto:info@myg-solution.com
21. mailto:support@myg-solution.com
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Trademarks

MyQ Roger Server Administration

“MyQ®”, including its logos, is a registered trademark of
MyQ®. Any use of trademarks of MyQ® including its logos
without the prior written consent of MyQ® Company is
prohibited. The trademark and product name are protected by
MyQ® and/or its local affiliates.
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PRINT SOLUTIONS

MyQ Roger is a cloud native solution built
for modern cloud-first offices, simplifying
document workflows, enabling secure
browsing, printing, and scanning wherever
users are.

Trusted users

Active devices

Brands supported //

Certified partners

Operating in
countries

Awarded and certified
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